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VirtualBox-3.2.8 instillation guide 
1. Execute the file VirtualBox-3.2.8-64453-Win from the IDDS resources folder. 

2. Upon execution of the file you will be prompted with a Windows similar to bellow. Proceed 

with the installation by selecting run. 

 

3. Fro m the setup wizard, select next to proceed with the installation.  

 

4. From the end-user license agreement window select I accept the terms in the license 

agreement option followed by selecting the next option to proceed with the installation 

after reading through the PUEL.  
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5. Select next to proceed from the custom setup window. You will not be making changes to 

the features at this stage. 

 

6. Select shortcut options that meets your needs and select next to proceed. 
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7. Installation will prompt the following warning screen. Proceed with the installation by 

selecting yes. 

 

8. Installation process is ready to begin. Select install to proceed with the installation process. 
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9. Depending on the user permissions set against your user name/profile, you could be 

prompted with a window to acknowledge your decision to allow this application to make 

changes to the computer. Select yes to proceed. 

10. Installation process will commence shortly.  

 



Impenetrable Digital Defence System AUT 2010  Page 6 

 

11. Installation will prompt the option to install the following devices (USB and NIC). Select 

install to proceed with the installation. 

 

 

 

12. Installation is complete. Select finish to launch Oracle VM VirtualBox. 
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13.  Oracle VM VirtualBox session window. 
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Physical OS NIC configuration guide 

With the installation of Oracle VM VirtualBox, the software will make changes to the host computer. 

Such change includes the addition of the VirtualBox host-only NIC (network interface controller). 

This network interface will be the primary communication bridge between the Oracle VM VirtualBox 

embedded virtual operating systems to be installed. The NIC will be configured with assigned values 

for IPv4 by default, such as: 
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BackTrack 4.0 image configuration in Oracle VM VirtualBox 

1. Launch the Oracle VM VirtualBox application and select new. 

2. Select next to proceed in the configuration/installation process of a new virtual machine for 

VirtualBox. 

 

3. Window will prompt you to enter a name for the virtual machine and select the type of the 

guest operating system you plan to install onto the virtual machine.  

Fill in the field with a appropriate name which represents your work. In this situation please 

enter IDDS BackTrack. Select Linux as the operating system and other Linux as the version. 

To proceed in the configuration/installation process select next. 
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4. Select the default base memory assigned by the  configuration/installation process. To 

proceed in the configuration/installation process select next. 

 

5. Select use existing hard disk option from the boot hard disk window. To attach the .vdi file 

select the folder icon. 

 

6. Select add and source the BackTrack.vdi file (\ IDDS Resource Folder\VM 

Images\BackTrack.vdi). To proceed with the selection press select. 
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7. Select next from the boot hard disk window to proceed with the configuration/installation 

process. You will note the mounted .vdi file. 

 

8. To finalise the configuration/installation process proceed by selecting finish.  
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9. Oracle VM VirtualBox application window will indicate the successfully added new virtual 

machine for VirtualBox. 

 

 

 

 

 

 

 



Impenetrable Digital Defence System AUT 2010  Page 13 

 

Windows XP image configuration in Oracle VM VirtualBox 

1. Launch the Oracle VM VirtualBox application and select new. 

2. Select next to proceed in the configuration/installation process of a new virtual machine for 

VirtualBox. 

 

3. Window will prompt you to enter a name for the virtual machine and select the type of the 

guest operating system you plan to install onto the virtual machine.  

Fill in the field with a appropriate name which represents your work. In this situation please 

enter IDDS Windows. Select Microsoft Windows as the operating system and Windows XP as 

the version. To proceed in the configuration/installation process select next. 

 

4. Select the default base memory assigned by the  configuration/installation process. To 

proceed in the configuration/installation process select next. 
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5. Select use existing hard disk option from the boot hard disk window. To attach the .vdi file 

select the folder icon. 

 

6. Select add and source the {fa031773-4a1a-4a89-9eaf-662adc78226d}.vdi file (\ IDDS 

Resource Folder\VM Images\Windows XP\{fa031773-4a1a-4a89-9eaf-662adc78226d}.vdi). 

To proceed with the selection press select. 
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7. Select next from the boot hard disk window to proceed with the configuration/installation 

process. You will note the mounted .vdi file. 

 

8. To finalise the configuration/installation process proceed by selecting finish.  
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9. Oracle VM VirtualBox application window will indicate the successfully added new virtual 

machine for VirtualBox. 
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Ubuntu image configuration in Oracle VM VirtualBox 

1. Launch the Oracle VM VirtualBox application and select new. 

2. Select next to proceed in the configuration/installation process of a new virtual machine for 

VirtualBox. 

 

3. Window will prompt you to enter a name for the virtual machine and select the type of the 

guest operating system you plan to install onto the virtual machine.  

Fill in the field with a appropriate name which represents your work. In this situation please 

enter IDDS Ubuntu. Select Linux as the operating system and Ubuntu as the version. To 

proceed in the configuration/installation process select next. 

 

4. Select the default base memory assigned by the  configuration/installation process. To 

proceed in the configuration/installation process select next. 
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5. Select use existing hard disk option from the boot hard disk window. To attach the .vdi file 

select the folder icon. 

 

6. Select add and source the {66649d02-31f3-46c5-a348-a3b875e490d5}.vdi file (\ IDDS 

Resource Folder\VM Images\Ubuntu\ {66649d02-31f3-46c5-a348-a3b875e490d5}.vdi). To 

proceed with the selection press select. 
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7. Select next from the boot hard disk window to proceed with the configuration/installation 

process. You will note the mounted .vdi file. 

 

8. To finalise the configuration/installation process proceed by selecting finish.  
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9. Oracle VM VirtualBox application window will indicate the successfully added new virtual 

machine for VirtualBox. 
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Windows emulator configuration guide  

1. Navigate to the \ IDDS Resource Folder\1283986814865_HackingChallenge\ 

2. Inside you will find the folder - Computer_1 contains SA 

3. Copy this folder on to your desktop and double click on the .bat file inside the folder. 

4. This will execute the BI3 generator. 

 

5. Next click on the connection tab and enter the IP address of the computer that contains SB 

and the port number 10000.  

 

6. Once this is done SA will automatically connect to SB. This can be done either before or after 

clicking Startup. [Note: If you want to get a Port Binding Verification on either of the SA or SB 

Nodes then click on the settings tab on the BI3 Generator and click the check box next to 

"Enable Port Binding Verification" This will bring up a message box with the status of all 

addresses bound to the specified port.  This can also be done either before or after clicking 

Startup]. 
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Linux emulator configuration guide  

1. Navigate to the \ IDDS Resource Folder\1283986814865_HackingChallenge\ 

2. Inside you will find the folder - Computer_2 contains SB 

3. Copy this folder on to your desktop. 

4. Edit the .bat file to meet the requirements of a Linux distribution. 

#!/bin/bash 
cd /home/administrator/Desktop/Computer_2/nodes 
cd /home/administrator/Desktop/Computer_2/nodes/Node_1 
java -Xmx850m -jar ../../distribution/GeneratorBoot.jar HostB 10000 no 
cd .. 
 

5. Change the permission of the file to enable execution via . 

 

 [Note: You need to have previously installed Java Virtual Machine]. 

6. Next execute the script to launch the BI3 generator. 
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7. Next click on the connection tab and enter the IP address of the computer that contains SA 

and the port number 10000.  

 

8. Once this is done SB will automatically connect to SA. This can be done either before or after 

clicking Startup. [Note: If you want to get a Port Binding Verification on either of the SB or SA 

Nodes then click on the settings tab on the BI3 Generator and click the check box next to 

"Enable Port Binding Verification" This will bring up a message box with the status of all 
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addresses bound to the specified port.  This can also be done either before or after clicking 

Startup]. 
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OpenVPN server installation guide 

Though Ubuntu is used in the tutorial session of the OpenVPN server installation, these steps are 

valid for any Linux OS based on Debian kernel. In order to proceed further make sure you have a 

fully working network and access to the internet.   

1. Download the OpenVPN-as software package from fallowing link: 

http://OpenVPN.net/index.php/access-server/download-OpenVPN-

as.html?osfamily=Ubuntu [Note: OpenVPN-as-1.5.6-Ubuntu9.i386.deb].  

2. Ones downloaded, enter the command line window of the OS installation and type: sudo 

dpkg ςi openvp-as-1.5.6-Ubuntu9.i386n.deb. Enter the administrative password and the 

OpenVPN-as server installation will begin. [Note: Before typing the above command make 

sure to navigate to the folder where OpenVPN software package is located].  

 

3. Ones the installation is complete, type the following in the terminal to configure OpenVPN 

basic settings type: sudo  /usr/local/OpenVPN_as/bin/ovpn-init and enter.  To proceed type 

yes, you must agree with the license agreement in order to proceed.  

http://openvpn.net/index.php/access-server/download-openvpn-as.html?osfamily=Ubuntu
http://openvpn.net/index.php/access-server/download-openvpn-as.html?osfamily=Ubuntu
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4. Next you will be prƻƳǇǘŜŘ ǿƛǘƘ άǿƛƭƭ ǘƘƛǎ ōŜ ǘƘŜ ǇǊƛƳŀǊȅ ŀŎŎŜǎǎ ǎŜǊǾŜǊ ƴƻŘŜέ ƛƴ Ƴƻǎǘ ŎŀǎŜǎ 

answer would be yes. Type: yes in terminal to proceed. 

 

5. Next configure the network interface and IP address to be used with admin web UI. Find the 

network interface adapter that being used from the list and enter to continue. 
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6. Next step you need to specify a Port number that going to be used for Admin web UI 

interface, Default port they suggest is 943 which should work, however users can change to 

different port number of their choice. This port need to be open in firewall otherwise it will 

not work. Ones desired port is selected type it in terminal to proceed. 

 

7. Next specify the TCP port for OpenVPN Daemon in order to proceed. This is the port number 

that will be used when connecting to VPN server by clients. Enter 10000. 
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8. Keep the traffic routed by default methods through the VPN and RFC1918 private subnets 

and are accessible to clients. Next specify login for OpenVPN Admin web UI, you can either 

create a new account or use the existing administrator account and password. Ones account 

settings are configured press enter to proceed. If you have a license key at this stage enter it 

or leave it blank and press enter to continue. 

 


