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VirtualBox3.2.8 instillation quide
1. Execute the file VirtualBex.2.864453Win from the IDDS resources folder.

2. Upon execution of the file you will be prompted wittWandowssimilar to bellow. Proceed

with the installation by selecting run.

Open File - Security Warning
Do you want to run this file?

@ Mame: ..Resource Folder\WirtualBox-3.2.8-64453-Win.exe
Publisher: Sun Microsystems, Inc.

Type: Application
From: ChUsers\Chamath De Silva'DesktoptIDDS Resou...

Bun ] [ Cancel ]

Always ask before opening this file

|--'““~ While files from the Intemet can be useful, this file type can
@ potentially ham your computer. Only run software from publishers
: you trust. What 's the risk ?

3. Fro m the setup wizard, select next to proceed with the installation.

! Oracle VM VirtualBox 3.28 Setup

' Welcome to the Oracle VM
VirtualBox 3.2.8 Setup Wizard

The Setup Wizard will install Qrade WM VirtualBox 3.2.8 on
your computer, Click Mext to continue or Cancel to exit the
Setup Wizard.

Version 3.2.8

Cancel |

4. From the eneuser license agreement window select | accept the terms in the license

agreement option followed bgelecting the next option to proceed with the installation

after reading through the PUEL.

Impenetrable Digital Defence SysterAUT 2010 Page2



j{i‘;—! Oracle VM VirtualBox 3.2.8 License Agreement @

End-User License Agreement

Please read the following license agreement carefully,

VirtualBox Personal Use and Evaluation License (PUEL) *
License version 8, April 19, 2010

ORACLE CORPOBATION (“OFACLE”™) I3 WILLING TO LICENSE THE
PRODUCT (AS DEFINED IN § 1 BELOW) TO YOU ONLY UPON THE
CONDITION THAT YOU ACCEPT ALL OF THE TERMS CONTAINED IN

THIS VIRTUALBOX PERSONAL USE AND EVALUATION LICENSE
AGREEMENT (“AGREEMENT™). PLEASE FEAD THE AGEEEMENT
CAREFULLY. BY DOWNLOADING OR INSTALLING THIS PEODUCT, YOU

(" I do not accept the terms in the License Agreement

Version 3.2.8 < Back | Mext = | Cancel

5. Select next to proceed from the custom setup window. You will not be making changes to

the features at thistage.

-

3] Oracle VM VirtualBox 3.2.8 Setup ==

Custom Setup
Select the way you want features to be installed.

Click on the icons in the tree below to change the way features will be installed.

------ : i Orade YM VirtualBox 3.2.8
_— application,

~ | VirtualBox Brid
%’ !r al Mcneaed This feature requires 105ME on
&) 7 | VirtualBox Host-O your hard drive. It has 3 of 3

o =0 | VirtualBox Python Suppor| | subfeatures selected. The
subfeatures require 780KE on yo...

1| L1 3

Location: C:\Program Files\Orade\WirtualBox\, Fomes
Version 3.2.8 Disk Usage = Back | Mext = | Cancel |

6. Select shortcut options that meets your neesited select next to proceed.
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5] Oracle VM VirtualBox 3.2.8 Setup ==

Custom Setup
Select the way you want features to be installed.

Please choose from the options below:

¥ Create a shortcut on the desktop:

¥ Create a shortout in the Quick Launch Bar

Version 3.2.8 < Back I Mext = I Cancel

7. Installation will prompt the following warning screen. Proceed with the installation by

selecting yes.

-

[ 14) Oracle VM VirtualBox 3.2.8 ==

V\ |
Warning:

Network Interfaces

Instaling the Orade VM VirtualBox 3. 2.8 Metworking feature
will reset your network connection and tempararily
disconnect you from the network.,

Proceed with installation now?

Version 3.2.8

8. Installation process is ready to begin. Select install to proceed with the installation process.

Impenetrable Digital Defence SysterAUT 2010 Page4



5] Oracle VM VirtualBox 3.2.8 Setup ==

Ready to Install
The Setup Wizard is ready to begin the Custom installation.

Click Install to begin the installation. If you want to review or change any of your
installation settings, dick Back, Click Cancel to exit the wizard.

Version 3.2.8 < Back Cancel

9. Depending on the usgrermissions set against your user name/profile, you could be
prompted with a window to acknowledge your decision to allow this application to make
changes to the computer. Select yes to proceed.

10. Installation process will commence shortly.

1) Oracle VM VirtualBox 3.28 Setup o] B ([

Oracle VM VirtualBox 3.2.8

Please wait while the Setup Wizard installs Orade VM VirtualBox 3.2.8. This may
take several minutes,

Status: Registering type libraries
AEEEEENEENEEEEENEEEEEENEENEEEEEEEEEEEEEER

Version 3.2.8
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11. Installationwill prompt the option to install the following devices (USB and NIC). Select

install to proceed with the installation.

[=7] Windows Security @
Would you like to install this device software?

Mame: Sun Microsystemns, Inc. Universal Serial ...

H Publisher: Sun Microsystems, Inc.

[ Always trust software from "Sun Microsystems, Install ] | Don't Install |

Inc.".

';ij' You should only install driver software from publishers you trust. How can [ decide which
device software is safe to install?

[=7] Windows Security @

Would you like to install this device software?

G Mame: 5un Microsystems, Inc, Metwork Service
Publisher: Sun Microsystems, Inc.

Install | | Don'tInstall |

[ Always trust software from "Sun Microsystems,
Inc.".

';ij' You should only install driver software from publishers you trust. How can I decide which
device software is safe to install?

-

Would you like to install this device software?

-~ Mame: 5un Microsystems, Inc. Metwork adapters
&' Publisher: Sun Microsystems, Inc.

Install | [ Don'tInstall

[ Always trust software from "Sun Microsystems,
Inc.".

';@j' You should only install driver software from publishers you trust. How can I decide which
device software is safe to install?

[=7] Windows Security \EI

12. Installation is complete. Select finish to launch Oracle VM VirtualBox.
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Oracle YM VirtualBox 3.2.8 Setup

' Oracle VM VirtualBox 3.2.8
installation is complete.

Click the Finish button to exit the Setup Wizard.

V¥ start Orade WM VirtualBox 3.2.8 after installation

Version 3.2.8 < Back, Cancel |
13. Oracle VM VirtualBox session window.
4§/ Oracle VM VirtualBox = =
File Machine Help
52 A |_‘> s {E} Details |@ Snapshots |© Description
s 4 N
New Settings Start Discard Welcome to VirtualBox!

The left part of this window is a list of all virtual machines on your computer. The list is empty now
because you haven't created any virtual machines yet. ]

R
g
In order to create a new virtual machine, press the New button g??"f
in the main tool bar located at the top of the window. 4

‘fou can press the F1 key to getinstant help, or visit

www, virtualbox.org for the latest information and news. = : ¢
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Physical OS8IIC configuration quide

With the installation of Oracle VM VirtualBox, the software will make changes to the host computer.
Such change includes the addition of the VirtualBox-oogy NIC (network interface controller).

This network interface will be therimary communication bridge between the Oracle VM VirtualBox
embedded virtual operating systems to be installed. The NIC will be configured with assigned values

for IPv4 by default, such as:

- =

Internet Protocol Version 4 (TCP/TPwd) Properties @

General

¥ou can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask vour network administrator
for the appropriate IP settings.

(7 Obtain an IP address automatically
i@ Use the following IP address:

IP address: 192 . 168 . 56 . 1
Subnet mask: 255,255,255, 0
Default gateway:

Obtain DMS server address automatically
i@ Use the following DNS server addresses:

Preferred DMS server;

Alternate DMS server:

[ validate settings upen exit

[ oK ][ Cancel ]
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BackTracld.0 image configuration in Oracle VM VirtualBox

1. Launch the Oracle VM VirtualBox application and select new.
2. Select next to proceed in the configuration/installation process of a new virtual machine for

VirtualBox.

3§ Create Mew Virtual Machine @
Welcome to the New Virtual Machine Wizard!

This wizard will guide you through the steps that are necessary to create a new virtual
machine for VirtualBox.

Use the Next button to go to the next page of the wizard and the Back button to return to
the previous page. You can also press Cancel if you want to cancel the execution of this
wizard.

< Back [ Next > H Cancel ]

3. Window will prompt you to enter a nanfer the virtual machine and select the type of the
guest operating system you plan to install onto the virtual machine.
Fill in the field with a appropriate name which represents your work. In this situation please
enter IDD®BackTrackSeleclinuxas the operating system and othélinuxas the version.

To proceed in the configuration/installation process select next.

'!"' Create Mew Virtual Machine @
VM Name and 0S Type

Enter a name for the new virtual machine and select the type of the guest operating system
you plan to install onto the virtual machine,

The name of the virtual machine usually indicates its software and hardware configuration. It
will be used by all VirtualBox components to identify your virtual machine.

MName
IDDS BackTrack
05 Type
Operating System: [Linux ..]
%k
\ersion: [Oﬂner Linux v]
< Back ] [ Next > l l Cancel

Impenetrable Digital Defence SysterAUT 2010 Page9



4. Select the default base memory assigned by the configuration/installation process. To

proceed in the configuration/installation processlect next.

g/ Create Mew Virtual Machine =5[]
Memory

Select the amount of base memory (RAM) in megabytes to be allocated to the virtual
machine.

The recommended base memary size is 256 MB.

Base Memory Size

O 256 MB

4ME 8192 MB

[ <ot | [(nows ][ coma |

5. Select use existing hard disk option from the boot hard disk window. To attach the .vdi file
select the folder icon.

3§ Create New Virtual Machine @
Virtual Hard Disk

Select a hard disk image to be used as the boot hard digk of the virtual machine. You can
either create a new hard disk using the Mew button or select an existing hard disk image from
the drop-down list or by pressing the Existing button (to invoke the Virtual Media Manager
dialog).

If you need a more complicated hard disk setup, you can also skip this step and attach hard
disks later using the YM Settings dialog.
The recommended size of the boot hard disk is 8192 MB,

(0 Create new hard disk

@ Use existing hard disk

(Empty -

6. Select add and source tigackTrackdi file {IDDS Resource FoldgM

Image$BackTrackdi). To proceed with theelection press select.
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Virtual Media Manager
Actions

S8 S

Mew  Add Remaove

@

Release Refresh

Hard Disks | (=) CD/DVD Images | [E Eoppy Images
=
Mame Virtual Size  Actual Size
IDDS BackTrack.vdi 8.00 GB 6.99 GB
Location: C:\Wsers\Chamath De Silva\Documents\Research and Development Project Part 2\IDDS Resource F.
Type (Format): Mormal (VDI)
Attached to: Not Attached

[ Select H Cancel H Help l

7. Select next from the boot hard disk window to proceed with the configuration/installation

process. You will note the mounted .vdi file.

3§ Create New Virtual Machine

(-7 el
Virtual Hard Disk

Select a hard disk image to be used as the boot hard digk of the virtual machine. You can
either create a new hard disk using the New button or select an existing hard disk image from
the drop-down list or by pressing the Existing button (to invoke the Virtual Media Manager
dialog).

If you need a more complicated hard disk setup, you can also skip this step and attach hard
dizks later using the ¥M Settings dialog.

The recommended size of the boot hard disk is 8192 MB,
Boot Hard Disk

() Create new hard disk

@ Use existing hard disk

|1DDS BackTrack.vdi (Normal, 8.00 GB) -]

8. To finalise the configuration/installation process proceed by selecting finish.
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3% Create New Virtual Machine (=5[]
Summary

You are going to create a new virtual machine with the following parameters:

Mame: IDDS BackTrack

05 Type: Other Linux

Base Memory: 256 MB

Boot Hard Disk: IDDS BackTrack. vdi (Mormal, 8.00 GB)

If the above is correct press the Finish button, Once you press it, a new virtual machine wil
be created.

Mote that you can alter these and all other setting of the created virtual machine at any time
using the Settings dialog accessible through the menu of the main window.

9. Oracle VWirtualBox application window will indicate the successfully added new virtual

machine for VirtualBox.

%% Oracle VM VirtualBox = =R
File Machine Help
{:‘3 {% @ ":5.} Details | [E] snapshots | @ Description
o
Mew Settings Start Discard [El General b
MName: IDDS BackTrack
05 Type: Other Linux
1DDS BackTrack e
@ Powered Off System
Base Memory: 256 ME
Processor(s): 1
Boot Order: Floppy, CD,/DVD-ROM, Hard Disk
WT-x/AMD-V: Enabled
Mested Paging: Enabled
Display
Video Memary: 12 MB =
3D Acceleration: Disabled
2D Video Acceleration: Disabled
Remote Display Server: Disabled
(3 Storage
IDE Contraller
IDE Primary Master: IDDS BackTrack. vdi (Mormal, 8.00 GB)
IDE Secondary Master (CD,/DVD): Empty
o Audio
Host Driver: Windows DirectSound
Controller: ICH ACS7 —
EP Network
Adapter 1: PCnet-FAST III (NAT)
{3 Serial Ports
Disabled il
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Windows XP image configuration in Oracle VM VirtualBox

1. Launch the Oracle VM VirtualBox application and select new.

2. Select next to proceed in theonfiguration/installation process of a new virtual machine for

VirtualBox.

'!"' Create New Virtual Machine

machine for VirtualBox.

wizard.

Welcome to the New Virtual Machine Wizard!

B =

This wizard will guide you through the steps that are necessary to create a new virtual

|Jse the Next button to go to the next page of the wizard and the Back button to return to
the previous page. You can also press Cancel if you want to cancel the execution of this

(o> ] [ comed |

3. Window will prompt you to enter a hame for the virtual machine and select the type of the

guest operating system you plan to install onto the virtual machine.

Fill in the fieldwith a appropriate name which represents your work. In this situation please

enter IDDSVindows Select MicrosoftWindowsas the operating system anfindowsXP as

the version. To proceed in the configuration/installation process select next.

g/ Create New Virtual Machine (B[]

VM Name and 0S Type

Enter a name for the new virtual machine and select the type of the guest operating system
you plan to install onto the virtual machine,

The name of the virtual machine usually indicates its software and hardware configuration. It
will be used by all VirtualBox components to identify your virtual machine.

MName

IDDS Windows

05 Type
Operating System: [Microsof'tWindows v] %
\ersion: [Windows XP v]
[ < Back ] [ Next > l l Cancel ]

4. Select thedefault base memory assigned by the configuration/installation process. To

proceed in the configuration/installation process select next.
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g/ Create Mew Virtual Machine (=5[]
Memory

Select the amount of base memory (RAM) in megabytes to be allocated to the virtual
machine.

The recommended base memory size is 192 MB,

Base Memory Size

U 192 MB

4ME 8192 MB

[ <mde | [(mos ) [ e ]

5. Select use existing hard disk option from the boot hard disk window. To attach the .vdi file

select the folder icn.

3§ Create Mew Virtual Machine @
Virtual Hard Disk

Select a hard disk image to be used as the boot hard digk of the virtual machine. You can
either create a new hard disk using the Mew button or select an existing hard disk image from
the drop-down list or by pressing the Existing button (to invoke the Virtual Media Manager
dialog).

If you need a more complicated hard disk setup, you can also skip this step and attach hard
dizks later using the ¥M Settings dialog.
The recommended size of the boot hard disk is 10240 MB.

Boot Hard Disk

) Create new hard disk

@ Use existing hard disk

BackTrack.vdi (Mormal, 20.00 GB) - ] Iﬁ

6. Select add and source the {fa0317481a4a899eat662adc78226d}.vdi fila (DDS
Resource FoldeévM ImageswindowsXR{fa0317734ala4a839eaf662adc78226d}.vdi).

To proceed with the selection press select.
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Virtual Media Manager @
Actions
Mew  Add Remove Release Refresh
Hard Disks '\::' CD/DVD Images | D Floppy Images
Mame = Virtual Size  Actual Size
BackTrack wdi 20.00 GB 7.22 GB
{fa031773-4ala-4a89-9eaf-662adc78226d} vdi 20.00 GB 1.66 GB
Location: Ci\Wsers\Chamath De Silva\Documents\Research and Development Project Part 2\IDDS Resource F..
Type (Format): Mormal (VDI)
Attached to: Not Aitached
[ Select ] [ Cancel ] [ Help ]

7. Select next from the boot hard disk winddaproceed with the configuration/installation

process. You will note the mounted .vdi file.

8§ Create New Virtual Machine

R =

Virtual Hard Disk

Select a hard disk image to be used as the boot hard digk of the virtual machine. You can
either create a new hard disk using the Mew button or select an existing hard disk image from
the drop-down list or by pressing the Existing button (to invoke the Virtual Media Manager
dialog).

If you need a more complicated hard disk setup, you can also skip this step and attach hard
disks later using the YM Settings dialog.
The recommended size of the boot hard disk is 10240 MB.

Boot Hard Disk

) Create new hard disk

@ Use existing hard disk

| £f2031773-4a 1a-4a89-Seaf-66 2adc 78226d}. vdi (Normal, 20.00 GB) - @

[ <o | (o> ) [ cona |

8. To finalise the configuration/installation process proceed by selecting finish.
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3§ Create New Virtual Machine

Summary

You are going to create a new virtual machine with the following parameters:

Mame: D05 Windows

05 Type: Windows XP

Base Memory: 192MB

Boot Hard Disk: {fa031773-4a1a-9a89-9eaf-662adc7a226d}. vdi (Mormal, 20.00 GB)

If the above is correct press the Finish button, Once you press it, a new virtual machine wil
be created.

Mote that you can alter these and all other setting of the created virtual machine at any time
using the Settings dialog accessible through the menu of the main window.

9. Oracle VM VirtualBox application window will indicate the successfully ateledvirtual

machine for VirtualBox.

%% Oracle VM VirtualBox
File Machine Help

":5} Details |@ Snapshots |© Description

D o D

Mew Settings Start Discard [El General b
MName: IDDS Windows
05 Type: Windows XP
| 1DDS BackTrack »
Uk @Powered off System
= Base Memory: 192 ME
u"‘ IDDS Windows Processor(s): 1
3 @ Powered Off Boot Order: Floppy, CD/DVD-ROM, Hard Disk
WT-x/AMD-V: Enabled
Mested Paging: Enabled
Display L
Video Memary: 16 MB =
3D Acceleration: Disabled
2D Video Acceleration: Disabled
Remote Display Server: Disabled
(3 Storage
IDE Contraller
IDE Primary Master: {fal31773-4a1a-4a89-9eaf-662adc 78 226d} vdi
{Mormal, 20.00 GB)
IDE Secondary Master (CD,/DVD):  Empty
P Audio 1
Host Driver: Windows DirectSound
Controller: ICH ACS7
EP Network
Adapter 1: PCnet-FAST III (MAT)
{B serial Ports
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Ubuntu image confiquration in Oracle VM VirtualBox

1. Launch the Oracle VM VirtualBox application

and select new.

2. Select next to proceed in the configuration/installation process of a new virtual machine for

VirtualBox.

'!"' Create New Virtual Machine

B =

Welcome to the New Virtual Machine Wizard!

This wizard will guide you through the steps that are necessary to create a new virtual
machine for VirtualBox.

|Jse the Next button to go to the next page of the wizard and the Back button to return to
the previous page. You can also press Cancel if you want to cancel the execution of this

wizard.

< Back [ Next > ][ Cancel ]

3. Window will prompt you to enter a hame for the virtual machine and select the type of the

guest operating system you plan to install onto the virtual machine.

Fill in the field with a appropriate name which represents your work. In thiat&itu please

enter IDDYJbuntu SelecLinuxas the operating system andbuntuas the version. To

proceed in the configuration/installation process select next.

3§ Create New Virtual Machine

VM Name and 0S Type

you plan to install onto the virtual machine,

MName

IDDS Ubuntu

05 Type

B =)

Enter a name for the new virtual machine and select the type of the guest operating system

The name of the virtual machine usually indicates its software and hardware configuration. It
will be used by all VirtualBox components to identify your virtual machine.

Operating System: [Linux

Version: [Ubunm

(a7
2l

[ <o | [(mos ) [ cona |

4. Select the default base memory assigned by the configuration/installation process. To

proceed in the configuration/installation process select next.
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3§ Create New Virtual Machine @
Memory

Select the amount of base memory (RAM) in megabytes to be allocated to the virtual
machine.

The recommended base memory size is 512 MB.

Base Memory Size

U 512 MB

4MB 3152 ME

[ wa | (o> ][ con ]

5. Select use existing hard disk option from the boot hard disk window. To attach the .vdi file

select the folder icon.

3§ Create New Virtual Machine @
Virtual Hard Disk

Select a hard disk image to be used as the boot hard disk of the wirtual machine. You can
either create a new hard disk using the Mew button or select an existing hard disk image from
the drop-down list or by pressing the Existing button (to invoke the Virtual Media Manager
dialog).

If you need a more complicated hard disk setup, you can also skip this step and attach hard
disks later using the YM Settings dialog.
The recommended size of the boot hard disk is 8192 ME,

Boot Hard Disk

() Create new hard disk

@ Use existing hard disk

| {fa031773-42 1a-4285-Seaf-662adc 78226}, vdi (Normal, 20.00 GE) |

[ <wa | (o> ][ con ]

6. Select add and source the {66649dBf3-46c5a348a3b875e490d5}.vdi & \IDDS
Resource FoldevYM ImagesUbuntu\{66649d0231f3-46c5a348a3b875e490d5}.vdi). To

proceed with the selection press select.
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Virtual Media Manager @

Actions

S8 S =

Mew  Add Remove Release Refresh

Hard Disks | (+) £O/DVD Images | £l Eloppy mages

Mame = Virtual Size  Actual Size
BackTrack wvdi 20.00 GB 7.22 GB
{66649d02-31f3-46c5-a348-a3b875e490d5 ). vdi 20.00 GB 3.50 GB
{fa031773-4ala-4a89-9eaf-662adcT8226d} vdi 20.00 GB 1.66 GB

Location: Ci\Wsers\Chamath De Silva\Documents\Research and Development Project Part 2\IDDS Resource F..

Type (Format): Mormal (VDI)

Attached to: Not Aitached

[ Select H Cancel H Help l

7. Select next from the boot hard disk window to proceed with the configuration/installation

process. You will note the mourdevdi file.

'!"' Create Mew Virtual Machine @
Virtual Hard Disk

Select a hard disk image to be used as the boot hard disk of the virtual machine. You can
either create a new hard disk using the Mew button or select an existing hard disk image from
the drop-down list or by pressing the Existing button (to invoke the Virtual Media Manager
dialog).

If you need a more complicated hard disk setup, you can also skip this step and attach hard
disks later using the YM Settings dialoa.
The recommended size of the boot hard disk is 8192 MB,

Boot Hard Disk

() Create new hard disk

@ Use existing hard disk

| {66649d02-31f3-46c5-2348-2308752 49005} vel (Normal, 20.00 GB) -

[ <ma | (o> | [ o |

8. To finalise the configuration/installation process proceed by selecting finish.
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3§ Create New Virtual Machine @

Summary

You are going to create a new virtual machine with the following parameters:

Mame: IDDS Ubuntu

05 Type: Ubuntu

Base Memory: 512MB

Boot Hard Disk: {66645d02-31f3-46c5-a343-53b8752490d 5} vdi (Mormal, 20.00 GBE)

If the above is correct press the Finish button. Once you press it, & new virtual machine wil
be created.

Mote that you can alter these and all other setting of the created virtual machine at any time
using the Settings dialog accessible through the menu of the main windaw.

9. Oracle VM VirtualBox application window will indicate the successfully added new virtual

machine for VirtualBox.

%% Oracle VM VirtualBox
File Machine Help

O & D

Mew  Settings Start Discard

{:{} Details |@ Snapshots |@ Desaiption

-\ IDDS BackTrack
Uk @Powered off

IDDS Ubuntu
# © Powered Off

IDDS Windows
@Powered off

@ General B
MName: IDDS Ubuntu
05 Type: Ubuntu
System
Base Memory: 512 MB
Processor(s): 1
Boot Order: Floppy, CD,/DVD-ROM, Hard Disk
WT-x/AMD-V: Enabled
Mested Paging: Enabled
Display -
Video Memory: 12 MB 1
3D Acceleration: Disabled
2D Video Acceleration: Disabled
Remote Display Server: Disabled
(3 Storage
IDE Controller
IDE Secondary Master (CD,/DVD): Empty
SATA Controller
SATA Port 0: {66649d02-31f3-46c5-a348-a3b875e490d5} . vdi
{(Mormal, 20.00 GB)

o Audio
Host Driver: Windows DirectSound
Controller: ICH AC97
EP Network
Adapter 1: Intel PRO/1000 MT Desktop (MNAT)
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Windows emulator configuration quide

1.

2
3.
4

Navigate to tha IDDS Resource Folti#283986814865_ HackingChallelhge

Insideyou will find thefolder - Computer_1 contains SA

Copythis folder on to your desktop and doubtéick on the .bat file inside thilder.

Thiswill executethe BI3 generator.

AAWINDOWS\system 3 2\cmd. exe

C:%Documents and Settings“adminsDesktop~Computer_1>cd nodes
C:~Documents and Settings“adminxDesktop~Computer_1l-nodes>cd MNode_1

C:“Documents and Settings“admin“Desktop~Computer_1-nodes“Node_1>java —-Bmx858m —j
ar ../.. distribution/GeneratorBoot.jar HostA 48688 no

Booting with Generator{String nodeld. int listenPort. autoBoot>

Starting with default parameters

Loading properties at: C:“\Documents and Settingssadmin“Desktops\Computer_1-nodes™
Mode_1sgenerator.txt

I0Exception =java.io.FileNotFoundException: generator.txt (The system cannot fin
id the file specified>

Detected factory load.... please wait while image is created...

ATCUM initialise node = BI3_Emulator.ModeP118bBA53 nodeFolder = Mode

Next click on the connection tab and enter the IP address of the computer that contains SB

and the port number 10000.

B BI3 Generator g|§|@

Generator Configuration Manager

- Advanced | Connections

Generator is operational and ready Node Status Settings

=
IP Address Fort Mumber Connected
Listing agents on this Made

=show

Generator is aperational and ready
F hd IP Address: 192.168.0.10

Port Number: |1 IZIDDIZI|

Startup Add Connection

Once this is done SA will automatically connect to SB. This can be done either before or after

clicking Startup. [Notdf you want toget a Port Binding Verification on either of the SA or SB

Nodes then click on the settings tab on the BI3 Generator and click the check box next to

"Enable Port Binding Verification" This will bring up a message box with the status of all

addresses bounddtthe specified port. This can also be done either before or after clicking

Startup].
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Linux emulator configuration guide

1.

2
3.
4

5.

Navigate to tha IDDS Resource Folti#283986814865_ HackingChallelhge
Inside you will find the folderComputer 2 contains SB
Copythis folder on to your desktap

Edit the .bat file to meet the requirements of a Linux distribution.

#!/bin/bash

cd /home/administrator/Desktop/Computer_2/nodes

cd /home/administrator/Desktop/Computer_2/nodes/Node_1
java-Xmx850myjar ../../distribution/GeneratorBoot.jar HostB 10000 no
cd ..

Change the permission of the file to enable executian

root@ubuntu: /home/administrator/Desktop/Computer 2

File Edit View Terminal Help

root@ubuntu: /home/administrator/Desktop/Computer 2# chmod 555 C2N1_Computer 2 No/~
de 1.sh

root@ubuntu: /home/administrator/Desktop/Computer 2# 1s -1

total 16

-r-xr-xr-x 1 administrator administrator 112 2810-09-17 00:38

-rw-rw-rw- 1 administrator administrator 114 2010-09-17 ©0:36 C2N1 Computer 2 N
ode 1.sh~

drwxr-xr-x 3 administrator administrator 4896 2010-89-89 11:17 distribution
drwxr-xr-x 3 administrator administrator 4896 2010-89-89 11:17 nodes
root@ubuntu: /home/administrator/Desktop/Computer 2# l

[Note: You need to have previously installed Java Virtual Machine].

6. Nextexecute the script to launch the BI3 generator.
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root@ubuntu: /fhome/administrator/Desktop/Computer_2

File Edit View Terminal Help

root@ubuntu: /home/administrator/Desktop/Computer 2# chmod 555 C2N1 Computer 2 Mo ~
de 1.sh
root@ubuntu: /home/administrator/Desktop/Computer 2# 1s

C2N1_Computer 2 Node 1.sh~ distribution nodes
root@ubuntu: /home/administrator/Desktop/Computer 2# ./C2N1_Computer 2 Node 1.sh

)

7. Next click on the connectiaiab and enter the IP address of the computer that contais S

and the port number 10000.

: root@ubuntu: /home/administrator/Desktop/Computer 2 [=a][x]
File Edit View Terminal Help
root@ubuntu: /home/administrator/Desktop/Computer 2# chmod 555 C2N1 Computer 2 No ~
de 1.sh
root@ubuntu:/home/administrator/Desktop/Computer 2# ls

C2N1 Computer 2 Node 1.sh~ distribution nodes
root@ubuntu: /home/administrator/Desktop/Computer 2# ./C2N1 Computer 2 Node 1.sh
Booting with Generator(String nodeId, int listenPort, autoBoot)
Starting with default parameters
Loading properties at: /home/administrator/Desktop/Computer 2/nodes/Node 1/gener
ator.txt
saving properties at: /home/administrator/Desktop/Computer 2/nodes/Node_l/genera
tor.txt

BI3 Generator
Generator Configuration Manager

Generator status: Off

| »

FAdvanced | Connections |
Generator is operational and ready LG 2 BT |/ SEICE |

= B IP Address | Port Number| Connected
Listing agents on this Node

=show D

Generator is operational and ready
=

IP Addr... [192.188.0.15 |
Port Number: [10000 |

Startup Shutdown | Add Connection || Remove Connection

1]

8. Once this is doneBwill automatically connect to/ This can be done either before or after
clicking Startup. [Note: If you want to get a Port Bindifegification on either of the Bor SA
Nodes then click on the settings tab on the BI3 Generator and click the check box next to

"Enable Port Binding Verification" This will bring up a message box with the status of all
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addresses bound to the specified poiThis can also be done either before or after clicking

Startup].
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OpenVPN server installation quide

ThoughUbuntuis used in the tutorial session of the OpenVPN server installation, these steps are
valid for anyLinuxOS based on Debian kernel. In order to proceed further make sure you have a
fully working network and access to the internet.

1. Download the OpenVRBis software package from fallowing link:
http://OpenVPN.net/index.php/accesserver/downloadOpenVPN
as.html?osfamilydbuntu[Note: OpenVPMs1.5.6Ubuntw9.i386.deb].

2. Ones downloaded, enter the command line window of the OS installation and type: sudo
dpkgci openvp-as1.5.6Ubuntw9.i386n.deb. Enter the administrative password and the
OpenVPNas server installation will begin. [Note: Before typing the above command make

sure to navigate to the folder where OpenVPN software package is located].

administrator@ubuntu: ~/Downloads

File Edit View Terminal Help

administrator@ubuntu:~% cd Do

Documents/ Downloads/
administrator@ubuntu:~% cd Dols

bash: cd: Dols: No such file or directory
administrator@ubuntu:~% 1s

examples.desktop
administrator@ubuntu:~% cd Downloads/
administrator@ubuntu:~/Downloadss 1s
openvpn-as-1.5.6-Ubuntud.i386.deb
administrator@ubuntu:~/Downloads$ dpkg -i openvpn-as-1.5.6-Ubuntud.1i386.deb
dpkg: requested operation requires superuser privilege
administrator@ubuntu:~/Downloads$ sudo dpkg -i openvpn-as-1.5.6-Ubuntu9.i386.deb

[sudo] password for administrator:

Selecting previously deselected package openvpn-as.

(Reading database ... 114040 files and directories currently installed.)
Unpacking openvpn-as (from openvpn-as-1.5.6-Ubuntu9.i386.deb) ...

Setting up openvpn-as (1.5.6-Ubuntud) ...

Please configure OpenVPN-AS by running /usr/local/openvpn_as/bin/ovpn-init

administrator@ubuntu:~/Downloadss [

3. Ones the instadition is complete, type the following in the terminal to configure OpenVPN
basic settings type: sudo /usr/local/OpenVPN_as/bin/aimihand enter. To proceed type

yes, you must agree with the license agreement in order to proceed.
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http://openvpn.net/index.php/access-server/download-openvpn-as.html?osfamily=Ubuntu
http://openvpn.net/index.php/access-server/download-openvpn-as.html?osfamily=Ubuntu

administrator@ubuntu: ~/Downloads

File Edit View Terminal Help

OpenVPN Access Server End User License Agreement (OpenVPN-AS EULA)

1. Copyright Notice: OpenVPN Access Server License;
Copyright (c) 2089-2018 OpenVPN Technologies, Inc.. All rights reserved.
"OpenVPN" is a trademark of OpenVPN Technologies, Inc.

2. Redistribution of OpenVPN Access Server binary forms and documents,
are permitted provided that redistributions of OpenVPN Access Server
binary forms and documents must reproduce the above copyright notice.

3. You agree not to reverse engineer, decompile, disassemble, modify, transla

make any attempt to discover the source code of this software, or create
derivative works from this software.

4. The OpenVPN Access Server is bundled with other open source software
components, some of which fall under different licenses. By using -,
OpenVPN or any of the bundled components, you agree to be bound by
the conditions of the license for each respective component.

See /usr/local/openvpn as/license.txt in the Access Server distribution
for more info.

5. THIS SOFTWARE IS PROVIDED "AS IS" AND ANY EXPRESSED OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITMESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL
OPENVPN TECHNOLOGIES, INC BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Please enter 'yes' to indicate your agreement [no]:

4. Nextyouwilbe®® YLII SR gA0GK agAft GKAa 0SS (GKS
answer would be yes. Type: yes in terminal to proceed.

Please enter 'yes' to indicate your agreement [no]: yes

Once you provide a few initial configuration settings,
OpenVPN Access Server can be configured by accessing
its Admin Web UI using your Web browser.

Will this be the primary Access Server node?
(enter "no' to configure as a backup or standby node)
> Press ENTER for default [yes]: yeﬂD

LINRA Y I NE

5. Next configure the network interface and IP address to be used with admin web Ul. Find the

network interface adapter that beingsed from the list and enter to continue.
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administrator@ubuntu: ~/Downloads

File Edit View Terminal Help

OPENVPN TECHNOLOGIES, INC BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, @~
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED

TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS

SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Please enter 'yes' to indicate your agreement [no]: yes

Once you provide a few initial configuration settings,
OpenVPN Access Server can be configured by accessing
its Admin Web UI using your Web browser.

Will this be the primary Access Server node?
(enter 'no' to configure as a backup or standby node)
> Press ENTER for default [yes]: yes

Please specify the network interface and IP address to be

used by the Admin Web UI:

(1) all interfaces: 0.0.0.0

(2) eth®: 192.168.0.10

Please enter the option number from the list above (1-2).

> Press Enter for default [2]: 7] S

6. Next step you need to specify a Port number that going to be used for Admin web Ul
interface, Default port they suggest is 943 which should work, however users can change to
different port number of their choiceThis port need to be open in firewall otherwise it will

not work. Ones desired port is selected type it in terminal to proceed.

administrator@ubuntu: ~/Downloads

Eile Edit View Terminal Help
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF ~
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Please enter 'yes' to indicate your agreement [no]: yes

Once you provide a few initial configuration settings,
OpenVPN Access Server can be configured by accessing
its Admin Web UI using your Web browser.

Will this be the primary Access Server node?
(enter 'no' to configure as a backup or standby node)
> Press ENTER for default [yes]: yes

Please specify the network interface and IP address to be

used by the Admin Web UI:

(1) all interfaces: 0.0.0.0 _
(2) eth®: 192.168.8.10

Please enter the option number from the list above (1-2).

= Press Enter for default [2]: 2

Please specify the port number for the Admin Web UI.
> Press ENTER for default [943]: []

7. Next specify the TCP port for OpenVPN Daemon in order to proceed. This is the port number
that will be used when connectirtg VPN server by clients. Enter 10000.
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8. Keep the traffic routed by default methods through the VPN and RFC1918 private subnets
and are accessible to clients. Next specify login for OpenVPN Admin web Ul, you can either
create a new account or use tlegisting administrator account and password. Ones account
settings are configured press enter to proceed. If you have a license key at this stage enter it

or leave it blank and press enter to continue.
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