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The Amavax project required us to implement a narrow range of penetration tests on clients
and servers. The requirement for this was to install two BI3 emulators on top of their own
secured virtualised PCs.after doing so we had to penetrate other builds using various
penetration testing tools. Before starting the actual build we did Milestone A which consisted
of researching various penetration tools to gain insight into how different types of penetration
tools work and for what purpose its penetrating machines. For this project scope we installed
“VirtualBox” as a medium for our virtual environment on to the main physical computers that
was running on Windows 7. Within the VirtualBox program we installed “windows7” this
acted as a virtual environment. We installed Virtualbox on two main computers that acted as

a client and server.

After installing Windows7 we proceeded to download OpenVPN client and server. Initially we
had no idea how and what was OpenVPN so as a group we did a research and found out
OpenVPN can:

OpenVPN is an open source virtual private network (VPN) product that offers a
simplified security framework, a modular network design and cross-platform
portability

tunnel any IP subnetwork or virtual ethernet adapter over a single UDP or TCP port

configure a scalable, load-balanced VPN server farm using one or more machines
which can handle thousands of dynamic connections from incoming VPN clients

use all of the encryption, authentication, and certification features of the OpenSSL
library to protect your private network traffic as it transits the internet,

We had trouble installing OpenVPN client on Windows7 and to later find out OpenVPN was
not compatible with Windows7 at the time. An action plan was reverted to switch from
Windows7 to Windows XP. Our builds were running behind schedule and we had to reinstall
our virtual environment with Windows XP as the client and server. Upon finishing the
installation we had to install OpenVPN client, this was a success. We then proceeded to
install OpenVPN server. We had to use Google to figure out where to download our
software’s which was time consuming as most of the software’s were either demo or a

limited time frame attached to it.

No additional software’s were provided by Amavax apart from windows 7, windows XP and
the BI3 emulator. We then installed OpenVPN server on to the server virtual machine and
set that machine up. At this stage the virtual environment was set up and ready for the BI3
emulator to be installed and communicating amongst client and server. We then proceeded

to install the BI3 emulator. The link for the BI3 download was sent to us by email from David



Hughes. Upon installation of the BI3 emulator we encountered a problematic situation where
these emulators where not being installed on our virtual machines client and server. After 6
unsuccessful attempts we found solutions to why it is not installing from Google to only find
out our virtual builds were not running Java virtual environment. Amavax created the BI3
emulator to run on the Java platform. Our group did a research on Java to find out that java

can:

Write software on one platform and run it on virtually any other platform

Create programs to run within a Web browser and Web services

Develop server-side applications for online forums, stores, polls, HTML forms
processing, and more

Combine applications or services using the Java language to create highly
customized applications or services

Write powerful and efficient applications for mobile phones, remote processors, low-

cost consumer products, and practically any other device with a digital heartbeat

After having done a brief research on Java we then installed the Java virtual environment on
both the client machine and server machine this took approximately 5 minutes. After
installing the Java virtual environment we then proceeded to install the BI3 emulator on the
client computer which was a success. We then proceeded to do the same with the server
computer and this also was a success. Upon configuring the BI3 emulator we ran into some
minor problems as to what port should it be configured to and this was Port-10000. We also
had a problem with the IP Addresses as we were getting the same IP addresses on both the
client and server machines but later to find out by Suzie the creator of BI3 emulator that this
was not a problem. We then set up the required fields of the BI3 emulator on both the client
and server machines mimicking exact configuration on both and this was a success as we

successfully connected the two hosts together using the BI3 emulator.

The client and server were ready for testing by other groups. As a result AUT performed the

Hacking penetration test and their result as follows:

Attack to Massey group 1 build (Mansour, Nawed, Kav  in & Rajeh)

Encountered problems:

OpenVPN server is not setup therefore unable to establish a connection between the

two machines. eg currently server ip is set as loopback 127.0.0.1

Try hosting the OpenVPN server on Ubuntu as we did, you can find instructions on



our deployment spec page 41. We cannot provide help with OpenVPM-control as we

did not use it in our build.

As a result AUT was unable to hack our build because our OpenVPN server was not
configured properly and so no connection was established between the two machines.
Before our build was set to be penetrated by AUT team the OpenVPN client and server were
both connected. After receiving the penetration result we tried connected OpenVPN again
and it did not connect both hosts together this was the client and server. We then sought

help from Amavax programmer Suzie who explained that the port and IP was not configured

properly.

After solving the previous problem we then preceded to the last step and this was to hack
other group builds by using nMap penetration software which we downloaded from a free
website that consisted of penetration testing tools for networking purposes. We then
proceeded to install nMap on a different computer which was a direct install on to the
physical machine and no virtual environment. nMap was installed successfully and target
builds were being penetrated by nMap. The following screenshots with annotations are given
from the beginning to end of the project build. This gives somewhat of an in-depth insight as
to how all of the software’s were being installed. The screen shots will show the Virtualbox
installation OpenVPN installation, BI3 Emulator installation and nMap penetration tool

installation and testing screenshots.



Windows XP image confiquration in Oracle VM Virtual Box

1. Launch the Oracle VM VirtualBox application and select new.

2. Select next to proceed in the configuration/installation process of a new virtual machine
for VirtualBox.

2} Details |@ Snapshots |(9 Description

3§ Create New Virtual Machine [
Welcome to the New Virtual Machine Wizard!

This wizard will guide you through the steps that are necessary to create a new virtual >y
machine for VirtualBox.

Use the Nest button to go to the next page of the wizard and the Back button to return to
the previous page. You can also press Cancel if you want to cancel the execution of this
wizard.
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VM Name and 0S Type 3
Enter a name for the new virtual machine and select the type of the guest operating system

you plan to install onto the virtual machine.

The name of the virtual machine usually indicates its software and hardware configuration. Tt
will be used by all VirtualBox components to identify your virtual machine.

Mame

OS Type

Operating System: [Microsnft Windows - ] :4‘

Version: [Wlndows XP - ] ;
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3. Window will prompt you to enter a name for the virtual machine and select the type of the
guest operating system you plan to install onto the virtual machine.
Fill in the field with an appropriate name which represents your work. In this situation please

enter IDDS Windows. Select Microsoft Windows as the operating system and Windows XP
as the version. To proceed in the configuration/installation process select next.

W$ Oracle VM VirtualBox

‘{E} Details Snapshots |Q Description

P K
%@ Create New Virtual Machine
VM Name and OS Type

Enter a name for the new virtual machine and select the type of the guest operating system
you plan to install ante the virtual machine.

The name of the virtual machine usually indicates its software and hardware configuration. It
will be used by all VirtualBox components to identify your virtual machine.

Name

MNKR.

05 Type

Operating System: |Microsaft windaws -] E

version: [Windows Xp

[ < Back ] [ Mext > ] [ Cancel

Sl |
14/09/2010

[ ) )
L]

4. Select the default base memory assigned by the configuration/installation process. To
proceed in the configuration/installation process select next.

%§ Oracle VM VirtualBox

{:} ik, {3 Details Snapshots | & Description
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5§ Create New Virtual Machine
Memory
Select the amount of base memary (RAM) in megabytes to be allocated to the virtual
machine.

The recommended base memory size is 192 MB.
Base Memory Size

1024 M8
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5. Select use creates hard disk option from the boot hard disk window.

W% Oracle VM VirtualBox

Machine Help

s N b Details Snapshots | & Desaription
r

5§ Create New Virtual Machine
Virtual Hard Disk

Select a hard disk image to be used as the boot hard disk of the virtual machine. You can
either create a new hard disk using the Mew button or select an existing hard disk image from
the drop-down list or by pressing the Existing button (to invoke the Virtual Media Manager
dialog).

If you need a more complicated hard disk setup, you can also skip this step and attach hard
disks later using the ¥M Settings dialog.

The recommended size of the boot hard disk is 10240 MB.
Boot Hard Disk
Create new hard disk

Use existing hard disk

[Empty
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6. Select new to create a new hard disk space

W§ Oracle VM VirtualBox

Virtual Media Manager

= B 2

Mew Remove Release Refresh

M rone (Crl+ N

MName Virtual Size  Actual Size

Location:
Type (Format):
Attached to:

Create a new virtual hard disk
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7. Click Next to create a new virtual disk wizard.

Virtual Media Manager

Actions

Create New Virtual Disk
Welcome to the Create New Virtual Disk Wizard!

This wizard will help you to create a new virtual hard disk for your virtual machine.

Use the Mexct button to go to the next page of the wizard and the Back button to return
to the previous page. You can also press Cancelif you want to cancel the execution of this
wizard.

Select Cancel Help
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8. Click dynamic storage expanding storage to occupy a very small amount of space on your
physical hard disk. It grows dynamically as the Guest OS claims disk

S -
-

W@ Oracle VM VirtualBox

irtual Media Manager

Create New Virtual Disk

Hard Disk Storage Type

Select the type of virtual hard disk you want to create.

BDESuite A dy i initially occupies a very small amount of space on
your physical hard disk. It will grow dynamically (up to the size specified) as the Guest OS
dlaims disk space.

A fixed-size storage does not grow. It is stored in  file of approximately the same size
as the size of the virtual hard disk. The creation of a fixed-size storage may take a long time
depending on the storage size and the write performance of your harddisk.

Storage Type
@ Dynamically expanding storage

) Fixed-size storage
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Select Cancel Help
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9. Choose the size you want to allocate in Virtual disk
location.

10. This is the summary of details what we have chosen for dynamic
storage.

W@ Oracle VM VirtualBox

Machine _Help

: &] Virtual Media Manager

Actions

Create New Virtual Disk

Summary

‘fou are geing to create a new virtual hard disk with the following parameters:
Type:  Dynamically expanding storage

Location: C:\sers\Super), VirtualBoxHardDisks e wHardDisk Lvdi

Size: 2.00 GB (2147483648 B)

If the above settings are correct, press the Finish button. Once you press it, a new hard
disk will be created.

[ <sack ][ _Fnish ][ cancel ]

Select Cancel Help
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11. The storage what we have chosen appears in the
window.

12. Select next from the boot hard disk window to proceed with the configuration/installation
process

0



13. To finalise the configuration/installation process proceed by selecting finish.

14. Oracle VM VirtualBox application window will indicate the successfully added new virtual
machine for VirtualBox .

((



15. Click the next page to go to the next page of the wizard.

16. Window will prompt you to enter a name for the virtual machine and select the type of the
guest operating system you plan to install onto the virtual machine. Select Microsoft
Windows as the operating system and Windows XP as the version. To proceed in the

configuration/installation process select next.



17. Select the default base memory assigned by the configuration/installation process. To
proceed in the configuration/installation process select next.

18. Select use existing hard disk option from the boot hard disk window. To attach the .vdi
file select the folder icon.



19. Click finish to create a new virtual
box.



Windows Open VPN Client installation:

This following explains the Open VPN client software on windows XP based virtual machine
installation and using the utility to connect Open VPN server.

Proceed the installation of the Open VPN by accepting the License Agreement to continue
with the setup.

Then maintain the default installation folder and click next to proceed in the install. After
installing the open VPN you can select the finish button to launch the finished process

Windows open VPN Client user guide;

(#



1. Launch the application by clicking the icon on the desktop.

2. Once the application is started type the server IP address with port number.

$



3. In order to proceed with the connection process enter the authenticated username
and password of the account that was added to the open VPN server.

After the installation of the server the same procedure was done to the client virtual machine
except the software was client side, and consisted of same installation process and setup.
After all this was done the server was connected to the client successfully after 7 failed
attempts.

(%



Java Virtual Environnent installation

Before we could install the BI3 Emulator we needed to install the Java Virtual Environment
as the BI3 emulator worked of the Java platform. Having installed the java environment the
installation of the BI3 was successful. The installation was very simple and easy.

BI3 Emulator Client installation

1. Run the BI3 emulator on the client and Server part, to connect the client and server.

(&



2. Press the start up button to launch the node successfully.

3. Give the IP address of the system to which the system needs to be connected and
port number as well.



4. The system is now connected with the other system.

The BI3 emulator is now running client side; the same procedure was undertaken for the
server side as well with same installation and same setup nodes. After having finished all the
installation of both the client and server of BI3 Emulator the connection was setup and
connected.



Nmap penetration tool testing

The main objective of this stage is to determine any vulnerabilities in the VPN
implementation that an attacker may be able to exploit. We have installed Nmap as a
penetration testing tool which is an advanced network-scanning tool detects ports on a
system that are open to take advantage of. The next stage was to identify three targets for a

penetration attempt.

1. The first build tested was 10.1.1.4

There were three open ports have been discovered which are 139/tcp, 445/tcp and 2869/tcp
as shown in the following screenshot



2. The second target or build that has been tested was 10.1.1.5

There were six open ports in this build have been discovered which are135/tcp, 139/tcp,
445/tcp, 2069/tcp, 49159/tcp and 5357/tcp as shown in the following screenshot:

3. The third target has been tested was 10.1.1.63

As demonstrating in the following screenshot, there are three open ports which are 139/tcp,
445/tcp and 2869/tcp.



Conclusion of Project

After having done the project various knowledgeable information has been gained and these
are penetration tools, and how to use them, how virtual environment works and how
OpenVPN works and operates. Through this we also gained valuable information on how
java virtual environment works and operates. It is very important to make distinction between
the penetration tools and network security assessments. The network security or
vulnerability assessment is useful to a certain degree as we found out. This does not always
reflect the extent to which malicious hackers will go to exploit vulnerability. Having done the
penetration tests, it gives us an insight into how a hacker would have done viscous attacks, it
also gives security as testing your own builds will reveal flaws that other hackers would have

or could have hacked, having revealed the flaws changes can be made to the build.



