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Preface

What is an objective system we face to? Generaliy athuman-computer system which is
an organized collaboration between humans and computers to gwhalem or provide a
service. The human-computer is used to refer both to thatomesystem of a computer and
often, collectively the set of all computers that cooparatenetwork.

For the machine part, one speaks of operating systems tleahgbe operation of computers;
the term operating system has no rigorously accepted dafinftoday, it is often thought of
as the collection of all programs bundled with a computer, auntboth in a kernel of

basic services and utilities for users; some prefer toheseerm more restrictively.

Objective of Design
There are three main components in a system:

Human: who use and run the fixed infrastructure, and cause nobétmpis.
Host computers: computer devices that run software. Theyiet ine in a fixed
location, or mobile devices.

Network hardware: this covers a variety of specializedogsvi

For the network hardware part is included the following key compgene

Dedicated computing devices that direct traffic around thenetesuch as router talk
at the IP address level, or ‘layer 3’, simplistically dpeg.

Switches: fixed hardware devices that direct traffic ardaodl area networks.
Switches talk at the level of Ethernet or ‘layer 2’ prolecin common parlance.
Cables: There are many types of cable that interconneaedeviber-optic cables,
twisted pair cables, null-modern cables etc.

The 7 Layers of the OSI Model are shown below:

Path S oo

‘and IP (Logical Addressing)

For the host computers part, we should handle computer hardwaljrapsystem and



computer software. Computer hardware includes CPU (centralgsarcanit), RAM
(random access memory) and an array of other devicesasuflibk drives. For operating
system aspect, we can choose Windows 7/2003 server/XP/NK, UNux, Macintosh OS
etc. For the software part, antivirus software and feare important for the network
security.

In our scenario, human and network hardware are ready, the @ntiting we think about it
is how to configure host computer part. Therefore, the obgeofithis design is to
understand and apply the principles of The Theory of Absolute latmSecurity (TAIS).
We will build the Vulnerability Shield Architecture including tereosts computer. Each host
computer will involve a virtualization environment with Windowsr7Linux operating
system and networking, penetration testing inside the visyisiém. More details will be
described in the rest of parts. And this design planbeilimplement in the External
Penetration Testing (EPT) range.

Why the system is expected to be secure?

Computer and network security is one of the largest problethg icomputer technology
industry today. A security survey conducted by the American Baodation found that 40
percent of the respondents had detected and validated incideotsiditer crime within
their organizations during the preceding year. For this singley, it was estimated that the
tangible monetary loss was between $ 145 million and $ 730 millleese amounts only
hint at the real cost of network security crime in the éthistates. The vast majority of
organizations are not aware of computer/network crime in ¢hgamizations. Moreover,
even if security incidents are discovered, most organizatrenghctant to publicize their
existence. Experts have predicted that the real cosingpuater/network crime is closer to

$ 15 billion annually.

The value and reliance on information, information assatsjrdormation products are
critical to our daily lives and the world we live on. Tpreof of the pudding relative to the
need for network security can also be shown in actual seautitlents. It is important to
note that a very small percentage of actual security incideatsver reported. There are a
number of key reasons for this reluctance to advertise gebweiaches. In the government,
the approach is to limit severely any disclosure of infoienategarding security holes or
vulnerabilities in systems and also to restrict sevaplyinformation associated with actual
security penetrations. The logic behind this approach is tidebtbelief that to publicize
such information would cause potentially substantial damagthés government systems
because the bad guys would use the information to penetratesiotiiar systems. In the
commercial marketplace, the rationale behind restrictingligtebution of security-related
information is a simple case of dollars and the bottom lineekample, banks and other
financial institutions are very reluctant to publicize thergity problems because they are
concerned that customers will lose confidence in their abdiprotect their assets and will
move their fund and assets to another financial institution or. Gdm&kfocus on a closed-lip
environment is also driven by legal concerns and potential ldsseexample, if a company
maintains information on individuals unauthorized disclosure of sdichmation. In the
event tha such an institution’s computer systems are pggebind information protected
under the Privacy Act is disclosed, it would be highly unlikehthe institution to
acknowledge publicly the loss of such information.



The software stack that our deployment will operatédrom

File Download - Security Warning

Do you want to run or gave this file?

Mame: VirtualBiox-3.2.8-64453-Win.exe
Type: Application, 75.5 ME

Fram: dlc.sun.com. edgesuite, net

[ Bun ][ Save ]|. Cancel |

i While files fram the Internet can be useful, thiz file lpe can
@ patentially harm your computer. [F wou do naot trust the source, do not

run or gave this zoftware. What's the risk?
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15) Oracle VM VirtualBox 3.2.8 Setup %

' Welcome to the Oracle VM
VirtualBox 3.2.8 Setup Wizard

The Setup Wizard will install Orade YM VirtualBox 3.2.8 on
your computer. Click Mext to continue or Cancel to exit the
Setup Wizard.

Version 3.2.8

Cancel |




Version 3.2.8

Oracle VM VirtualBox 3.2.8
installation is complete.

Click the Finish button to exit the Setup Wizard.

W Start Orade ¥M VirtualBox 3.2.8 after installation

Zancel |
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Welcome to VirtualBox!

The left part of this window is a list of all virtual machines on your computer, The list is empty now
because you haven't created any virtual machines yet. -

In order to create a new virtual machine, press the Mew button
in the main tool bar located at the top of the window.

You can press the F1 key to get instant help, or wisit
wvw. virtualbox.org for the latest information and news.




Click “new” button, to setup operating systems, sut as Windows 7 , Linux, and other software
like Open VPN etc. More details will be given on ta below step.

Construction sequence that will detail how we wilassemble our
architecture.

=

Setup Windows 7 & Ubuntu(Linux).

2. Setup Open VPN access server software on Ubuntu systeniemtdsoftware on
Windows 7 and configuring these softwares.

3. Create 3 separate virtual images for the installatibe. Deployment Environment
Specification explains how to do this too. Once the imagenising, install the JVM
on al 3 images.

4. Copy 2 instances of the BI3 Emulator with the S-A imaggseashe deployment
architecture specified previously

5. Configure the BI3 Port Connection Verification covered in thpl®gnent
Environment specification.

6. If itis possible, installing penetration testing tools onuinialized computer on

Host C is to test Host Computer A

Execution History record the exact steps
Here is more details to install exact steps for imgrtant software.

I.When we setup Virtual Box, we need configure IP @dress properties in
this host. This is the result of configuration.

Internet Protocal Version 4 (TCP/IPw) Properties -2 |@

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

| Obtain an IF address automatically

@) Lse the following IP address::

IP address: 31 | P SO T |
Subnet mask: 255, 0 . 0. 0O
Default gateway:

Obtain ONS server address automatically
@) Use the following DNS server addresses;
Preferred DNS server:

Alternate DNS server:

[ validate settings upon exit | Advanced,.,.

oK | [ Cancel |




Il. Then ,we can setup up operating system in th&/irtual Machine:
1. Running the this software step by step, we setup madows 7 firstly:
Go to welcome interface, click ‘next’ button to stat

2§ Create Mew Virtual Machine @
Welcome to the New Virtual Machine Wizard!

This wizard will guide you through the steps that are necessary to create a new virtual
machine for VirtualBox.

Use the Next button to go to the next page of the wizard and the Back button to return to
the previous page. You can also press Cancelif you want to cancel the execution of this
wizard.

< Back [ Next = l [ Cancel l

2.Fill ‘windows 7’ as a name in the ‘Name’ TextBoxand select Microsoft
Windows as the operating system and Windows XP abkd version, then
click ‘next’ to continue installation .

. \? Create New Virtual Machine |_§'_‘I,

VM Name and OS Type

Enter a name for the new virtual machine and select the type of the guest operating system
you plan to instal onto the virtual machine.

The name of the virtual machine usually indicates its software and hardware configuration, It
will be used by al VirtualBox compenents to identify your virtual machine.

Hame

Windows T

05 Type

Operating System: |Microsoft Windows v | _i
" - BAPY
Wersion: |Wr:dmus}|:]= - | 2ian

 <Bak Next> || Cancel




3.Select the amount of memory assigned for this oing system. Then
click ‘next’ button to go to next step.

'?1 Create Mew Virtual Machine

Memory

Select the amount of base memory (RAM) in megabytes to be allocated to the wvirtual
machine,

The recommended base memaory size is 512 ME.
Ease Mernory Size
vy [ sz v

4 MB 1024 MB

’ < Back ]|_ Mext = H Cancel

4. we create a new hard disk for this operating sysm.

'?1 Create Mew Virtual Machine

Wirtual Hard Disk

Select a hard disk image to be used as the book hard disk of the wirtual machine, You can
either create a new hard disk using the Mew button or select an existing hard disk image from
the drop-down list or by pressing the Existing button (ko invoke the Yirkual Media Manager
dialog),

If wou need a more complicated hard disk setup, wou can also skip this skep and attach bard
disks |ater using the ¥M Setkings dialog.
The recommended size of the boot hard disk is 8192 ME,

Boot Hard Disk

%) Create new hard disk

) Use existing hard disk

|23 Windows7. vdi (Normal, 102,48 GB)

< Back H Mext = H Cancel




Option: You can select below radio button to use ésting hard disk option
from the boot hard disk window, but you need attachthe .vdi file. The
scenario will be displayed like below picture.

@ Create Mew Virtual Machine @
Virtual Hard Disk

Select a hard disk image to be used as the boot hard disk of the virtual machine. You can
either create a new hard disk using the Mew button or select an existing hard disk image from
the drop-down list or by pressing the Existing button (to invoke the Virtual Media Manager
dialog).

If you need a more complicated hard disk setup, you can also skip this step and attach hard
disks later using the YM Settings dialog.
The recommended size of the boot hard disk is 10240 MB.

Boot Hard Disk

) Create new hard disk

@ se existing hard disk

BackTrack. vdi (Mormal, 20.00 GB) - ]

5. Then we will go to welcome interface to createew virtual disk, click
‘next’ button to continue

¥ Create New Virtual Disk E|E|

Welcome to the Create New Virtual Disk Wizard!

This wizard will help you to create a new virtual hard disk For vour virtual machine,

IIse the Mext bukkon ko go ko the next page of the wizard and the Back button ko return
ko the previous page. You can also press Cancel if vou want to cancel the execution of this
wizard,

= Back Mext = I [ Cancel




6.Select storage type, we select dynamically exmhing storage
% Create New Virtual Disk E|E|

Hard Disk Storage Type

Select the bype of wirtual hard disk wou want to create,

& dynamically expanding storage initially occupies a very small armount of space on
vour physical hard disk, It will grow dynamically {up to the size specified) as the Guest 05
claims disk space.

& fixed-size storage does nok grow, Ik is stored in a file of approximately the same size
as the size of the virtual hard disk. The creation of a fixed-size storage may take a long time
depending on the storage size and the write performance of wour harddisk,

Storage Tvpe
(&) Dynamically expanding storage

() Fixed-size storage

(<o | [ o> [ cond ]

7. Finish to create a new virtual hard disk, the summeay information
has been displayed on the windows.

¥ Create New Virtual Disk |‘E@|

Ssummary

Yfou are going to create a new virtual hard disk with the Following parameters:

Type:  Dynamically expanding storage
Location: Z:\Documents and Settingstlabbl, WirtualBox\HardDisks\ Windows 7.udi
Size: 8.00 GB (3559934592 B)

If the above settings are correct, press the Finish button, Once vou press it, a new hard
disk will be created.

[ < Back ” Einish H Cancel




8. The information of summary is displayed on the windw.

(f' Create New Virtual Machine

Summary

You are going to create a new wirtual machine with the Following parameters:

Marme: Windows 7

05 Type: Windows

Base Memory: S1Z MB

Boot Hard Disk: Windows 7.udi (Normal, 8.00GE)

If the above is correct press the Finish button, Snce vou press it, a new virtoal machine wil
be created.

Moke that vou can alter these and all other setting of the created virtual machine at any time
using the Settings dialog accessible through the menu of the main window,

< Back H Finish H Cancel ]

9.Start to run this

First Run Wizard

program

[?)X]

Welcome to the First Run Wizard!

You have started a newly created wirtual machine For the First time. This wizard will help
vou ko perform the steps necessary For installing an operating system of vour choice onto
this wirtual machine.

IUse the Mext button to go ko the next page of the wizard and the Back button to return
ko the previous page. You can also press Cancel if you want to cancel the execution of
this wizard.

< Back Mext = l [ Cancel




10.Select information source when setup program camot be able to

start.

First Run Wizard

Select Installation Media

Select the media which contains the setup pragram of the operating swskem you want to
install. This media must be bootable, otherwise the setup program will not be able ko skart,

Media Source

[ « Back ][ Mexk = H Zancel ]

11. Summary information. We choose CD/DVD-ROM as iformation
source when program can not be able to start, theclick ‘finish’ button to
finish the installation.

First Run Wizard

2
Summary

You have selected the Following media ko boat From:

Type:  CDJDVD-ROM Device
Source: Host Drive ‘D'

If the above is correct, press the Finish button, Once vou press it, the selected media will
be kemporarily mounted on the virtual machine and the machine will start execution,

Please note that when vou close the virtual machine, the specified media will be
automatically unmounted and the book device will be set back ta the first hard disk,

Depending on the kype of the setup program, wou may need ko manually unmount (gjeck)
the media after the setup program reboats the virtual machine, to prevent the installation
process From starting again. You can do this by selecting the corresponding Unmount...
action in the Deyices mend,

« Back ] l Finish l [ Zancel




12. The picture shows the result of installation.

¥ Oracle VM VirtualBox

File Machine Help

@ =

Mew  Settings  Show  Discard

7S Windows? (Snapshot 1)
W P £unning

o Audio
Host Driver:
Controller

& Network
Adapter 1:

£5 Serial Ports
Disabied

2 use
Device Filkers:

() Shared Folders
fioe

SizME
1

Floppy, CD/DWD-ROM, Hard Disk.

16 MB
Disabled
Disabled
Disabled

Host Drive ‘i’
windows?.vdi (Vormal 102,45 GB)

Windows DirectSaund
ICH ACST

Intel PRO/1000 MT Deskbop (MAT)

0(0 active)

[ll. We install Linux as same as installing Windowg§ operating system. The

process of setup Linux is below.
% Create New Virtual Machine

machine For YirtualBo:x,

wizard.

< Back

Welcome to the New Virtual Machine Wizard!

This wizard will guide wou through the steps that are necessary to create a new virtual

IUse the Mext butkon to go ko the next page of the wizard and the Back button to return to
the previous page. You can also press Cancel if vou want to cancel the execution of this

Mext = H Cancel




?1 Create Mew Virtual Machine

VM Name and OS Type

Enter a name For the new virtual machine and select the type of the guest operating syskem
wou plan toinstall onto the virtual machine,

The name of the virtual machine usually indicates its software and hardware configuration. It
will be used by all VirtualBox components to identify wour virtual machine,

Marme

Ubuntul

05 Type

Operating Svsken: iLinux Vl

\iErsion; i-LII:uuntu

?1 Create Mew Virtual Machine

Memory

Select the amount of base memaory (RAM] in megabytes to be allocated ko the virkoal
machine,

The recommended base memory size is 512 MB.

Ease Mernoty Size

TNl

4 MB 1024 MB

< Back ]L Mext = I[ Cancel




?1 Create Mew Virtual Machine

Wirtual Hard Disk

Select a hard disk image to be used as the book hard disk of the wirtual machine, You can
either create a new hard disk using the Mew button or select an existing hard disk image from
the drop-down list or by pressing the Existing button (ko invoke the Yirkual Media Manager
dialog),

If wou need a more complicated hard disk setup, wou can also skip this skep and attach bard
disks |ater using the ¥M Setkings dialog.
The recommended size of the boot hard disk is 8192 ME,

Boot Hard Disk

%) Create new hard disk
) Use existing hard disk

| 3 Windows7. vdi (Normal, 102,48 GE)

'?' Create Mew Yirtual Disk

Welcome to the Create New Virtual Disk Wizard!

This wizard will help vou to create a new virkual hard disk For wour virtual machine.

Use the Mext button ko go to the next page of the wizard and the Back button to return
ko the previous page. You can also press Cancel if wou wank ko cancel the execubion of this
wizard,

<+ Back, Next = } [ Cancel




% Create New Virtual Disk E|E|

Hard Disk Storage Type

Select the bype of wirtual hard disk wou want to create,

& dynamically expanding storage initially occupies a very small armount of space on
vour physical hard disk, It will grow dynamically {up to the size specified) as the Guest 05
claims disk space.

& fixed-size storage does nok grow, Ik is stored in a file of approximately the same size
as the size of the virtual hard disk. The creation of a fixed-size storage may take a long time
depending on the storage size and the write performance of wour harddisk,

Storage Tvpe
(&) Dynamically expanding storage

() Fixed-size storage

< Back. H Next = H Cancel ]

% Create New Virtual Disk E|E|

Hard Disk Storage Type

Select the bype of wirtual hard disk vou want to create.

4 dynamically expanding storage initially occupies a wery small amount of space on
wour phwsical hard disk. Tk will grow dvnamically (up ko the size specified) as the Guest 05
claims disk space,

& fined-size storage does not grow, It is stored in a file of approximately the same size
as the size of the virtual hard disk, The creation of a fixed-size storage may take a long time
depending on the storage size and the write performance of vour harddisk,

Starage Tvpe
(%) Dynamically expanding storage

() Fixed-size storage

< Back ][ Next = H Cancel




?1 Create Mew Virtual Machine

Summary

You are going ko create a new wirkual machine with the Following parameters:

Mame: IJbuntu
05 Type: bunty
Base Memory: 512 MB
Boot Hard Disk: Ubuntu,wdi (Marmal, &.00 GB)

If the above is correct press the Finish button, Cnce vou press it, a new virkoal maching wil
be created.

Mate that vou can alter these and all other setting of the created virtual machine at any time
using the Settings dialog accessible through the menu of the main window,

< Back ] [ Finish l [ Cancel







BONUS TASK

we can use UAC(user account control) vulnerability to bretkwindows 7 using IE 8.

Here is the deployment plan:

1. We can use ‘telnet’ to log on a windows 7 using guest acctihattis very easy to do
this. Using software to scan the internet, to get hosidétress that the operating
system is windows 7 and have guest account.

2. we are going to launch a command line(cmd.exe) directlyilltlaunch without
elevation (medium-level).

3. then, we are going to try to make a directory in "system32"

4. this fails, because this task can only be done by administiatel processes.

5. Now, we will purposely launch a new cmd.exe requesting et\(atiministrative
privileges), Of course, a UAC prompt appears as expected.

6. As noted by the "Administrator " tag in the window heading, tmsl.exe is now
running elevated with administrative privileges.

7. If we try to make a directory now, it works.

8. Now we are going to purposely launch another elevated cmd.exasibgtthe code-
injection vulnerability.

9. As we know, emd.exe launched with administrative privilegesrso UAC prompts



appeared

10. Making a folder is the least of our worries.

11.to Verify the folders were created, by " the leastoof worries", | mean after an
application gains administrative privileges, it can startotiper applications with
administrative privileges too.

12.we are trying to start to instance of Internet Explorer

13.1E is a great example because it is designed to be arieileged application, in the
statusbar,” Protected Mode" is on, It is essentially sandboxe

14.but, now we are going to use code-injection to open ourselveseamubance of this
tool with administrative privileges

15.with administrative privileges, we are going to try opemdfain.

16.IE opens, and "gasp". It is no longer in Protected Mode. Wéé¢heaProtected Mode
would have prevented vulnerabilities in IE from escaping the sandboxw no
longer does.

17.The UAC vulnerability essentially opened the Pandora's box of igecur

vulnerabilities.



