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Preface 
 

What is an objective system we face to? Generally, it is a human-computer system which is 
an organized collaboration between humans and computers to solve a problem or provide a 
service. The human-computer is used to refer both to the operating system of a computer and 
often, collectively the set of all computers that cooperate in a network. 
 
For the machine part, one speaks of operating systems that govern the operation of computers; 
the term operating system has no rigorously accepted definition. Today, it is often thought of 
as the collection of all programs bundled with a computer, combining both in a kernel of 
basic services and utilities for users; some prefer to use the term more restrictively. 
 

Objective of Design 

There are three main components in a system: 
 

·  Human: who use and run the fixed infrastructure, and cause most problems. 
·  Host computers: computer devices that run software. There might be in a fixed 

location, or mobile devices. 
·  Network hardware: this covers a variety of specialized devices. 

 
For the network hardware part is included the following key components: 
 

�  Dedicated computing devices that direct traffic around the Internet, such as router talk 
at the IP address level, or ‘layer 3’, simplistically speaking. 

�  Switches: fixed hardware devices that direct traffic around local area networks. 
Switches talk at the level of Ethernet or ‘layer 2’ protocols, in common parlance. 

�  Cables: There are many types of cable that interconnect devices: fiber-optic cables, 
twisted pair cables, null-modern cables etc. 

 
The 7 Layers of the OSI Model are shown below: 
 

  
For the host computers part, we should handle computer hardware, operating system and 
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computer software. Computer hardware includes CPU (central processor unit), RAM 
(random access memory) and an array of other devices, such as disk drives. For operating 
system aspect, we can choose Windows 7/2003 server/XP/NT, UNIX, Linux, Macintosh OS 
etc. For the software part, antivirus software and firewall are important for the network 
security. 
 
In our scenario, human and network hardware are ready, the only one thing we think about it 
is how to configure host computer part. Therefore, the objective of this design is to 
understand and apply the principles of The Theory of Absolute Information Security (TAIS). 
We will build the Vulnerability Shield Architecture including three hosts computer. Each host 
computer will involve a virtualization environment with Windows 7 or Linux operating 
system and networking, penetration testing inside the virtual system. More details will be 
described in the rest of parts. And this design plan will be implement in the External 
Penetration Testing (EPT) range. 
 
 
Why the system is expected to be secure? 
 
Computer and network security is one of the largest problems in the computer technology 
industry today. A security survey conducted by the American Bar Association found that 40 
percent of the respondents had detected and validated incidents of computer crime within 
their organizations during the preceding year. For this single survey, it was estimated that the 
tangible monetary loss was between $ 145 million and $ 730 million. These amounts only 
hint at the real cost of network security crime in the United States. The vast majority of 
organizations are not aware of computer/network crime in their organizations. Moreover, 
even if security incidents are discovered, most organizations are reluctant to publicize their 
existence. Experts have predicted that the real cost of computer/network crime is closer to 
$ 15 billion annually. 
 
The value and reliance on information, information assets, and information products are 
critical to our daily lives and the world we live on. The proof of the pudding relative to the 
need for network security can also be shown in actual security incidents. It is important to 
note that a very small percentage of actual security incidents are ever reported. There are a 
number of key reasons for this reluctance to advertise security breaches.  In the government, 
the approach is to limit severely any disclosure of information regarding security holes or 
vulnerabilities in systems and also to restrict severely any information associated with actual 
security penetrations. The logic behind this approach is tied to the belief that to publicize 
such information would cause potentially substantial damage to other government systems 
because the bad guys would use the information to penetrate other similar systems. In the 
commercial marketplace, the rationale behind restricting the distribution of security-related 
information is a simple case of dollars and the bottom line. For example, banks and other 
financial institutions are very reluctant to publicize their security problems because they are 
concerned that customers will lose confidence in their ability to protect their assets and will 
move their fund and assets to another financial institution or bank. The focus on a closed-lip 
environment is also driven by legal concerns and potential losses. For example, if a company 
maintains information on individuals unauthorized disclosure of such information. In the 
event tha such an institution’s computer systems are penetrated and information protected 
under the Privacy Act is disclosed, it would be highly unlikely for the institution to 
acknowledge publicly the loss of such information. 
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The software stack that our deployment will operate from 
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Click “new” button, to setup operating systems, such as Windows 7 , Linux, and other software  
like Open VPN etc. More details will be given on the below step.  

 
Construction sequence that will detail how we will assemble our 

architecture. 
 
 

1. Setup Windows 7 & Ubuntu(Linux). 
2. Setup Open VPN access server software on Ubuntu system and client software on 

Windows 7  and configuring these softwares. 
3.  Create 3 separate virtual images for the installation. The Deployment Environment 

Specification explains how to do this too. Once the image is running, install the JVM 
on al 3 images. 

4. Copy 2 instances of the BI3 Emulator with the S-A images as per the deployment 
architecture specified previously 

5. Configure the BI3 Port Connection Verification covered in the Deployment 
Environment specification. 

6. If it is possible, installing penetration testing tools on the virtualized computer on 
Host C is to test Host Computer A 

 
Execution History record the exact steps  
 
Here is more details to install exact steps for important software. 
 
I.When we setup Virtual Box, we need configure IP address properties in 
this host. This is the result of configuration. 
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II. Then ,we can setup up operating system in the  Virtual Machine: 
1. Running the this software step by step, we setup windows 7 firstly: 

Go to welcome interface, click ‘next’ button to start 

 
 
2.Fill  ‘windows 7’ as a name in the ‘Name’ TextBox, and select Microsoft 
Windows as the operating system and Windows XP as the version, then 
click ‘next’ to continue installation . 
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3.Select the amount of memory assigned for this operating system. Then 
click ‘next’ button to go to next step.  

 
 
4. we create a new hard disk for this operating system.  
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Option: You can select below radio button to use existing hard disk option 
from the boot hard disk window, but you need attach the .vdi file. The 
scenario will be displayed like below picture. 

 
 
5. Then we will go to welcome interface to create new virtual disk, click 
‘next’ button to continue 
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6.Select  storage type, we select dynamically expanding storage 

 
 

7. Finish to create a new virtual hard disk, the summary information 
has been displayed on the windows. 
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8. The information of summary is displayed on the window. 
 

 
 
 9.Start to run this program 
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10.Select information source when setup program can not be able to 
start.  

 
 
11. Summary information. We choose CD/DVD-ROM as information 
source when program can not be able to start, then click ‘finish’ button to 
finish the installation. 
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12. The picture shows the result of installation. 

 
 
III. We install Linux as same as installing Windows7 operating system. The 
process of setup Linux is below.  
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BONUS TASK 
 
we can  use UAC(user account control) vulnerability to break into windows 7 using IE 8.  
 
 Here is the deployment plan: 

1. We  can use ‘telnet’ to log on a windows 7 using guest account, that is very easy to do 

this. Using software to scan the internet,  to get host IP address that the operating 

system is windows 7 and have guest account. 

2. we are going to launch a command line(cmd.exe) directly. It will launch without 

elevation (medium-level). 

3. then, we are going to try to make a directory in "system32" 

4. this fails, because this task can only be done by administrative-level processes. 

5. Now, we will purposely launch a new cmd.exe requesting elevation(administrative 

privileges), Of course, a UAC prompt appears as expected. 

6. As noted by the "Administrator " tag in the window heading, this cmd.exe is now 

running elevated with administrative  privileges. 

7. If we try to make a directory now, it works. 

8. Now we are going to purposely launch another elevated cmd.exe, but using the code-

injection vulnerability. 

9. As we know, emd.exe launched with administrative privileges and no UAC prompts 
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appeared 

10. Making a folder is the least of our worries. 

11. to Verify the folders were created, by " the least of our worries", I mean after an 

application gains administrative privileges, it can start up other applications with 

administrative privileges too. 

12. we are trying to start to instance of Internet Explorer 

13. IE is a great example because it is designed to be a low-privileged application, in the 

statusbar," Protected Mode" is on, It is essentially sandboxed. 

14. but, now we are going to use code-injection to open ourselves another instance of this 

tool with administrative privileges 

15. with administrative privileges, we are going to try open IE again. 

16. IE opens, and "gasp". It is no longer in Protected Mode. Whereas the Protected Mode 

would have prevented vulnerabilities in IE from escaping the sandbox, it now no 

longer does. 

17. The UAC vulnerability essentially opened the Pandora's box of security 

vulnerabilities.    

 

 

                                                                                                                                                                                                                                                                            


